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5. S—AS:
S, AS, {8, Com, SSK,msg, [msg]FW' }FKas (2 —3)

6. AS—S:
AS, S [AS, PKg, SKs]*5% (2 —4)

rgoggooobobooobboogooboobobooobbbbooooobobo
gooooon

54.4 UO0UO0OOOOO

1ggbboobbobobooobboobuoodboooboboobobooooobobo

gobobbboooooboobbboooooobobobobbooooooboobobon
oooooono As, 00000 As.20000oooooobooboboooobooog
oodgbbobbodobbobbbuogobuabooboobobooooobobobo
goooo

1. AS;0000n AS,00obooooboboobooon

2. ASl — AS2:
ASy, ASs, L (3-1)

obod b As,00bgooobooobobooboooboon

3. ASQ — AS]_:
ASQ, ASl, PKAS21 R {AS2, PKASZZ: [PKAS23]PW}SKASZ (3 — 2)

4. ASl — AS2:
ASy, ASs, L, {ASy, L,Com,SSK, PKs,, msg, [msg]PW'}PKAsz (3-3)

5. AS2 — ASll
AS5, ASy, [AS5)5E (3-4)

6. bogbodobobbbuodgbobbboouoodgboooogobbboooabn
goooon
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5.4.5 UL UOUOOoOoooooon

gbbbobbduobodooouobuoobobuoboboobobobboboobbobooug
goboboobooogboobbbbuobbooobooooobobboobod
gbodgbobobboougbboobbbobuooooobooooooonoooobon
gboooo
gogoboobobobbbobbobboobuoooobobbbooobanb
gbbbbboooodobbbuootuoooobbuouooooooobboooogo
gubodbooogbboobooboobbboobuoboboobbboonobon
gogbbobobooobobbbboooooubobobobbboooubbboboad
ggbooobbobodbdobooooobuobobuoobbuoouooooobobooan
goboobdobbooodgbobbbbboduooobboooooobbobbbobobbao
gogogobobbobobooobbbboooooobobboboooobooboon
gbboouoooboobobuooooobobobobboboooooubbboooo
goboooobognD s4600547000000

. 00000oobo0obooog SSKeoooooo

2. C—5:
C, S, {{C, AS, SSK¢, Com, Authenticator}5%c}PKs (4-1)

000 ASODDO0OO0DO0O0D0D00O0Db0000OO0 Authenticator DU DD OODO
goboooodgoon

. 0bbbuboobuobboooobobboboobuobooobbbbbooaob
goddgboboobtbogobobobobooobboooobbbbooobo
gbogoobobboboboobooooboboobbb

4. S—C:
S,C,{{S,SSKC,SSKS}SKS}PKC (4 —2)

SSKs,O0O0Ooooooobooooooooooo
5. 00 000og SSKeOUooooooooooboooooobooboobooo

6. C—S:
C, S, {{C, SSKg}5Ke} ks (4 —3)

. U0b00opobog SSKs0buouodboUd replay attackD DO OO O

gobboobdbbuogoobodgboobooouobuogoobooboonon
000 SSKeOSSKsO0OOOOOoOoooo (O 5.1)0
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encrypted by DES
with SSKc
Client Server
Process Process
encrypted by DES
with SSKs

Usl:0bb0odgobobooobbooood

5.4.6 UUUOUOOLOOOOOO

gogobuogoooouobuooooogouoooboooobobboboooooooon
gbouobbuoooobdgobobobooboobbbobooobboobbooogo
gboboboboboogobuoobobuooboboboobuooobbbooooobo
gbbobbooooobbobobbobobodobbbooobbobbbooobon
gobgoobobobobgssgnooon
gbodoooouobobooobobooobbobon A 000boooooo
OOo0o0ooogn As.0000

1. C— AS;:
C,AS1,{{C, S, SSK} % e} Kas, (5—1)

2.000SCO0000OOo0boDbOobbobDOobOoooOobDbbboboOobbDOoO AsS.000
O000000000000000000 (4000000 Sc0oopoooooo
ooboooooo As,0 SODoooouoAs,OD suoboooooobooogon ASy
goouaboboobobd

3. ASl — AS2:
AS1, ASy, {{AS1, S, SSK s, K51 }PKas, (5 —2)

4. 00 AS.0 SUUODOUOODOOOOOOObDObObOD As,000D

5. AS2 — ASll
ASy, ASy, {{AS,, S, SSK 45,, PK s} %as: } P Kas, (5 —3)

6. 00 AS,0 SOODOOOOOODOOO SO0OO0O0O0OO0O0OoooonO ASsO (5-2)
000000000 (3-3)000000000000PKs 0000 AS;,0DD0OOO
goodgoobbbb

7. ASl — CZ
ASy, C {{ASy, S, SSK¢, PKg}SKasi }PKo (5 — 4)
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2
AS) )z - (A2

U052 00dddooboooogoon

0000000000000 00000 (b2)00000000000C0DODO0O00OO
gogdbobbodbboooooboboobbobboobbbn

5.4.7 UUUUoooogoooon

gouobgogg s4d4ebbggbbbuooooboooouobobbooboboon

gbbbbuotboooooobuoooboboobboobbooobobboboodonbn
gogobobboogobobobuodoooobbooobboooooobboban
gboobbuoogogbuoooooobbbbdoooooobboboboooooo
gogobboboboobooobbboooobobobobbbboouoooooobod
gbobobbbbbobbuoooobobodoouoooouobuooobobbbobao
gobobbbbooouooobbtboodoooobbooooobooboobbooonn
gbobbbooobobooguooobooooobbooooooooogaad

1. S— AS;:
S, ASy, {{S,C, 55 Kg}SKs}PKas, (6 —1)
2. ASl — ASzl
ASy, ASo, {{AS,C, SSK 45, } Kas1}PRas, (6 —2)
3. ASQ — AS]_I
ASy, ASy, {{AS,,C, SSK 45, PKc,timestamp} Kas: } PRas (6 —3)
4. ASl — S:

ASy, S, {{ASy,C,SSKs, PK¢,timestamp}*F4s1 }FKs (6 —4)
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2
AS) )z - (A2

g s53: 000000000000nbooboda

5.5 UOoooooood

gogdoggbbobuouoooooguguooogooboooboagboboogooo
gobobobbobooobobobbuoboobobbbbodoooobbbbboooon
gbbobbuoboogobbbbuoooobbbbouoobbobbobobboboob

gboobuooobbbbobodbbdooooooobuooboboan

000000 DNSOODODOODODOOODO0ODOO0OO0O0O0D0DO SPLICE/AS-IIOODOOOO
OO DNSO OOODODoOooboobuoooobooooboooooooooboooo
oobobuboobogobooob bNSOD bobboboobbboboooog
O0obo0oooooogbNSO Obooooboooobuobobobooboboogo
OO0O0SPLICE/AS-IIO0000000O0O0OOOOOOOODOO

< Regionfile > := {< Regionentry >}
<entry> == <0O0O0O0O0 > <O0O0O0O0O0O0O > <OOO0OO0OOOOOO
<0b0000 > == 0000 | ALL
<0O000O00o00 > = 00oo . oNSO0oOoOo
| DNSOOOOO
| ALL
<0O0000D0O00DbO > == 0O0O00 .DNSOODODOO

gbobbooobboboobbooboboooobooobbooo1bboodgb
OOoboboooobooobooooooboboboooobooorALYOO00obo0oooon
gboboooogbboboboobobobobobooobbooon

ALL rd.ecip.osaka-u.ac.jp asama.rd.ecip.osaka-u.ac.jp
ALL ecip.osaka-u.ac.jp raicho.rd.ecip.osaka-u.ac. jp

stelnet arpeggio.ics.osaka-u.ac.jp raicho.rd.ecip.osaka-u.ac.jp
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ALL ics.osaka-u.ac.jp helios.ics.osaka-u.ac.jp
ALL ALL a.b.c.d

UOO0O0OOx.ecip.osaka-u.ac.jpU 0000000 raicho DO OO UOOOOOOOU
OO00O00ub 000 *.rd.ecip.osaka-u.ac.jpU 000U aesemel DOO OO O OO
UO0OO0OO0OOx.1ics.osaka-u.ac.jpUUUOOOOOMO helios U UOOOOOODOO
UO00000 arpeggio U U0 stelet HUU raicho D UOOUOOOOOOOOO
bodoboooooboobbobuoobobboobdd asbee.dODoooog
gbobbdbO00bab.c.d00000O0OO0O0O0O0ODOODOO
gbodooobbbooobobooboboobooobobooooobobuobooo
goboobooboobobooboobooobooooboobooooobboboo
gbboooooboobobobooboobbobobbbbobobbobooobon
Oodoooboooouoogooo

5.6 UUOOOOOOOOO

s4100bbbbdbbooooobubboboooooobobbooboobob
goobobboobobobooobbbobbboboobobobooobbooboboa
gogobobbooooooboboagn

< Communityfile > == {<entry >}
<entry > = 0000000 OO0O0OOOOOOOOO
<0ooood > <guoooon >
<guogooo > = oot ooooouoood
<00O00O000 > &= [D000D0O0OD00DDO0OOO0O00OOOOOO)

gobobbbobbobobobbbbbbbbodgoudooouobbbbboooon
gobooboobobbbboooodoooobbbobbobooobboooboboa
gogoggboobbobooobobbbboboboobooubuoooooon
gbobouoooobabbobobbobboobbbbbbuooooobboobobn
gbobboobobbod

genesis 2500 asama.rd.ecip.osaka-u.ac.jp

miya 2500 helios.ics.osaka-u.ac.jp
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5.7 UUOUUOuonouoobod

gddboooouoodooooudooououoooooooooooouoouod
goooooood
typedef struct {

IPaddr address;

LoginName name;

char host[64];
HD;

addressU 00 000000000000 OO0O0O0O0OOIPOOODOOOODOnamed
O000boobobbOOhestDODODOOODOOOODODODODOOODOODOODOD
gooooboubbuoobobobdubuooooooobougoooboboboobod
gbobobooboobdobobboobobon
U00bO0b0ob0o0bO0obobOo0ob0obU0bU0OUaeddressd0boooooon
OoooobooobD IPOdO0OD0Onemed 0000 0RstD DO0ODODOOOODODODOO
gbbobboooboooogoboon

5.8 00

5.8.1 UUUOULUOOOOOOO

SPLICE/AS-I0 0000000000000 0OOOOOOODOOODODOOOOOO
googobbdobbibooobbobbboboooobb sbbobbuoubooogo
gbbbbouoboboobooodgbbbobbboboodboobbbboboooan
000 UNIXO erypt(3)000000000000O00C0O0O0O0O0O0O UNIXOOOOO
gbooobuoouobgboodgbboobbbboboooboooooooaooon
SPLICE/AS-II0 0000000 ODOOODOOOO

UNIX O/etc/passwd U0 00000000 DOO0OO0OOOOOO0OOOOOOOO
guobgoobgoooboboobobbgbobbbbboagoobbooboaoo
O0000000 cerypt(3)D 00000000 /ete/passwdJ 00000000000
ggbbboboooobbbobobbbobbbobboooobuooboooaa
gbobobobbbuoouooobobbdoodoooobbbuooboboooobboo
gbouodod ootgdoooggoobbobouobobobboobbobogobbon
D000 0o0o0oDbO0bbO0bOo0b0bobOob00DOdSystem VOO UNIXODO
/etc/passwd 00 0000 0OO0O0O0O0ODOOOOOO0O0OOO0O0O0ODLDODOO shadow
passward0d 0000000000000 OOSPLICE/AS-IIOOOOOOOOOOOO
gggdgboooogobuobooooooobobboobooboboboob
ggbbobbboooobobboooo
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5.8.2 JUUOUOOOOOOOOO

SPLICE/AS-II0O 0 RSADOOODOOOOOOOO0O0O0000000O0OOOODO
D0000O000000000O00RSADOO 680bit00 0000000 100000
00020000000000000000000000000000000000O0
0000
RSADODODODOO00000O0O0OO0O0O0000000O00000000000000
0000000000000 00000000000000000000000000
00000000000 CPUDOOODOOOOOOOOOOOOONOODNON0OOOOn
0000000000 10000000000000000000000000000
000000000000000000000(000000000000000000
0000)0
000 SPARC station IPX(27MIPS Memory 13MB)0 00000000 0CPU OO
00 64.3(43.3+21.0)000000000000000000000000000000
0000000000000 00000000000000000000000000
0000000000000000000000000000000000000

0000000000000000000000 DESO CFBOOODOOO0O000000
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nozomi$ time ./keygentest
Generating an RSA key with a 677-bit modulus...

We need to generate 93 random bytes. This is done by measuring the
time intervals between your keystrokes. Please enter some text on your

keyboard, at least 186 nonrepeating keystrokes, until you hear the beep:

-Enough, thank you.

Ignored 1 keystrokes that were typed too fast.
.22
SK.d:000000000000000003386380284234279582215194428534191234842375059388
85753013060976609224676180011063034644964745695393308206468667679623364
2594193504421966799484086213943529393126612142642845189649556313708817
SK.p:000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000011024342737368749370522749
8861663409288307553572423619904219608283183830454339974738455041070303
SK.q:000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000087706354195164382529815975
2501763896786135963117675951496895173668051022984871089316411077696177
SK.u:000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000066295306810771321637700537
5524857239121066548886159027589112681817701735826403712781314139891742
PK.e:000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000017
PK.n:000000000000000022201489602325587000263624812891964709915296637828
97799556515219950865695260737008390643952587182921326300488104644602241
1020312154827654674481345058171895583451771520640141078859403032305199

66.8 real 43.3 user 21.0 sys

gob 1. 000000

495



1 eUu

HpN

SPLICE/AS-IO 0000000000 OOOO telnet 000 OO SPLICE/AS-ITO
O00000ODOtelnet0 0000000 BSD-tahoe OO OOOOOO0OOOOOODOOO
Jdboobodboodoooooobodbd0ob0 oo oLOooDoDLODooOooOooOn
00000000000 000 10000000000

000 OreaddrecvdwriteOsend D D OO0 O O00OOO0OO0OO0OO0OOOOOOOO
oooo

0000d0000d0oooo SPLICEODDOO0O0ODODOODODOODODOOOOOoOO 100
000000000000 00O0 temet0 000000000 DODOOOOOOOOO
ooooon

oo ERERN

read  splice_client_read

write  splice_client_write
recv splice_client_recv

send  splice_client_send

U e6l1: 0000000DOO

496
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ERERE ERERE

read  splice_server_read

write  splice_server_write
recv  splice server_recv

send  splice_server_send

0620000000

Oo0ogd
0000000  splice_client_authentication
ooon splice_server_authentication

Ue63:0000booobooon
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Jodoogtduod

7.1 OO

ggodoboobobbbbbbuobotooououobobobooobonoboobobo
000000000 getrusage(2)0 00 000000000000 0OO0OO0OO0OOO0O
000000000000 (00000000 SPARC station IPX)DODOOOOO 7.1
gogd

RSAOO0OOUOOOOUOUOO0OoOoobobbuooobuooobobo cecpubooobOog
U0000000bO UNIXDO profileD 0D ODODOODOODOODOOODOOOODOO
gbobobobuooooggobbbooobbbbobbooouobobbooobn
oooboceUOOoOOOODOOOOObDODbDObOODbDOOODODOObOOOO CPU
gbobodobobboooobbououoooobbobbobobbbboboo

7.2 OJOUOOO

gbobbdbboooobbobbbobbbobuooouooooobboobbo
gogbbbbootboooobobobooobboooouooubbbboobooooo
gobobobobuogooobobbobobboooboboboobboouoobooooog
goboboboodgbobobooobbubooboobbboooboooobboogn
gbbobuodgbbooggbogbbobbbobobbboobobbbobooogo
goooobbuoooubobbbbbbooododooobboooooobboboaon
OoO0o0ooobooooobobobodbobo0obobuobo0oubbUbUdKerberos

00000 00000 000000 |0o0O0
(00000000) (0000000 0)

USER time 14.72 21.74 18.75 10.81

SYSTEM time 0.22 0.21 0.11 0.03

U7 0b0o0ogoooob ceudnd

498
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gobobbooogoboouooooooooobobobuoooobobbobooooobo

73 UUououogg

O0dooooooooooobooobo00ooo0oo0oooonoOononog secure
000000000000 00000000000SPLICE/AS-IIOOOOOOOOO
0000 odododUddunsecured 00000 secure OO OOOOOOOOO
dooboobooooouobooooob oo b0 oo oo oDoooon
0000000000000 SPLICE/AS-IIOO00C0O0O0O0OOO0OOOOOOO
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oo

SPLICE/AS-IO 00000000 O0OO0OOO0OO0OOOOOOOOOOOOOOOO
gogogobbobbouooboodobouobooouobboobboobboboogn
gbobbobobbbouobbooboooodoboon

gogoobobbboobbobuooooooobobboboboobbooboood
OO0OSPLICE/AS-IOOCOO0O0000OOOOOOOOOOOOOOOOOO RSAD
OODESOOD00000000ODOOU0DDOO00OOOoOOooOooDoDOODtelnetd
SPLICEODDOOO0OD0OOCOODOOO0ODOOO0O0ODOODODD

gboogbuoboobooboouooboboooobbobooboobbouoobbobon
gobboboououbuogoobbobuoobobobboboooooobbobood
gbobbbbooobobbboobooobbbbooboouoonobobbobao
ggbobboobbdoobobbbbbuoodobobobbbooobooobooobbo
gboboogbogbboboobotooobooobbooobbooobbuoobboobo

00 SPLICE/AS-IIIOOCO0OO0O0OCOOOO00O0DOCOOOOOO0OOOOOODOOOG
o0 SpPLICEOOODOOODOODOOOOOODOOnDO

500



