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2. NATT—RI74)L(/etc/passwd)DIRE
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DAV TR AN KETHFE

RSA. IDEA. DES AHKIZLkDHHEF1E
HIZIE; http://www.cs.hut.fi/ssh
-Windowshr 254 7 > +£dYFE 9 (Teraterm)
-sshd (secure shell daemon)

-ssh (rlogin). scp (rcp). ssh-keygen
RIFEHROFIL
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.ssh/identity.pub (clienty => .ssh/authorized keys (server)
.ssh/ssh_known hosts, /etc/ssh_known hosts
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— 3. 77’()1/0)1%5%

(i) 74 ILTIER

(i) Free ZhDA U R h—L
4. Secure’ZF R ARAD 7O AD L
5. 72+t Xl {El(xinetd TCP wrappers)
6. fFg-=1t (IPsec)
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SDDLARILDIFAIVT I RIE
(1) Global, Group(SGID), User(SUID)
(2) Readable, Writable

 root TDT7IEARZ#BAFLET 5,
il ;
3 — hiroshi M . login A Group (elab) Twritable,
/etchY Group OwnerlZ&>Twritable (root&sysem)
— elab J IL—T D EEH Zlogind LB &, hiroshi D
1oginlTRDATUREBYAFTESHIEMNATRE,

rm —-f /etc/passwd
cp /tmp/datab26 /etc/passwd
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MELY,
(1) 21— (e.g., root) EL TIETRAREITHAELY,
(2) V—RaA—KZ&a2 /M JJLLTERT %,
= N\ F)a—FIXFERLEL,
(3) ArchiveZunpackd &L, ABZHEMND T
M5 (tar tf file)
(4)ToRZ—15T 4L K)—T®D unpack
(5) file AR TI7AMILORNBEDF VY
(INAFIITF7AILITEE)
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(8) string AT K TObject77AILEZF TV

(9) AIgE PR Ylocal 7 7ML TT AT 5
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1. X2 )T74—RI)—%FRDSB
2. 1—H —@D R (\RT—FEI)
3. T7MILDIREE
— 4. SeCUre’ZrRARAD 7O AN FH i
- Secure Shell ; ssh
5. 72t A #ll{#l(xinetd, TCP wrappers)
6. FE=1E (IPsec)
7. Firewall
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2. 1—H —@DEFRE(/\RT—FE)

3. 771 ILDRE

4. Secure’@ R ARAD 7O AD A%

— 5. 7t XHl{El(xinetd, TCP wrappers)

(i) FELHY—ERZIvIrE DY
(i) AT & &5 05 5 L(tepd)
(iii) RR k= H—E ZD 7 &t X &4

6. fF§=1E (IPsec)

7. Firewall
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1. WBELGY—EXDHIZLTLES,
= RELY—EXFIvyNEF T B,
=> /etc/inetd. conf DA EBLGZ{TZaAAINT IR

(1) &£38; conmsat, finger, ntalk,

(2) 2247k pop, imap
(3)sshiB A FF: login, exec, shell, ftp
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VS

2. tcp wrapper
http://csrc/nist.gov/tools/tools.htm

(1) /etc/inetd.conf

Before;

illEnz]

#service socket protocol wait?

ftp
telnet

shell
login

After;

#service

ftp
telnet
shell
login

(2) inetd Mreread

stream
Stream
stream
stream

socket
stream
stream
stream
stream

tcp
tcp
tcp
tcp

nowait
nowait
nowailt
nowailt

protocol wait?

tcp
tcp
tcp
tcp

nowailt
nowailt
nowailt
nowailt

User
root
root
root
root

User
root
root
root
root

program
/usr/sbin/ftpd
/usr/sbin/telnetd
/usr/sbin/rshd
/usr/sbin/logind

program
/usr/sbin/tcps
/usr/sbin/tcpd
/usr/sbin/tcpd
/usr/sbin/tcpdd

# kill -HUP pid-of-inetd-process

arguments
ftpd
telnetd
rshd
logind

arguments
ftpd
telnetd
rshd
logind
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3. IRARH—E XD 77t X HlfiH
(1) /etc/hosts.allow

fingerd : ophelia hamlet laertes
rshd, rlogind: LOCAL EXCEPT hamlet
telnetd, ftpd: LOCAL, .expcons.com, 192.1.4

(2) /etc/host.deny

titpd : ALL : (/usr/sbin/safe finger -1 @%h |
/usr/sbin/mail -s %$d-%h root) &
ALL : ALL
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2. 1—H —@DEFREE(\RT—FE)
3. 771 L DIREE
4. Secure’Fr R ARAD 7O AD A%
5. 72t A #ll{#l(xinetd, TCP wrappers)
— 6. lE =1k (IPsec)

(1) = A—)L

2) FSURAR—KETOHORES1E

(3) IPsec
7. Firewall
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1LEESA—IL
- PEM, MOSS
- SIMIME
- PGP (Pretty Good Privacy)
2. NSV RAR—METOREFIL
- SOCKS (http://www.socks.nec.com/)
3. IPsec
- EREE~N YA (AH: Authentication Header)

g5 N4 O—F (Encapsulating Security Payload)
- ﬁféiﬁc?ﬁ&ﬂ: k3JL(Internet Key Exchange)

108



Payload

ESP

IP

IP

Payload

IP!

ESP

IP!

109



|IPsec-GW

|P1}

Payload

N\

|P2} IP1 \ ESP

=L
N

Payload

IPsec-GW
|P1}
/
|P2} IP1 \ ESP

>

110



Zz=1t - FREF 7L T Y XL
(BER)

[1] XD EREE (—#IziE. N bits(AF) — m bits(H 1), N>m)
[2] X DEEF1E
(D DES(Data Encryption Standard) ; #4255 =(
(@ RSA(Rivest, Shamir, Adleman) ; 2GRS A =K
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1. X2 )T74—RI)—%FRDSB
2. 1—H —@D R (\RT—FEI)
3. T7MILDIREE
4. SecUre’ZiRARAD 7OERAD A%
- Secure Shell ; ssh
5. 72t A #ll{#l(xinetd, TCP wrappers)
6. FE=1E (IPsec)
— 7. Firewall
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4 [evels of Firewall Configurations

@ I

(1) Simple gateway

@ Choke

Proxy'lj' I\ Proxy"d' /\

(2) Belt and Suspender
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| |
=" —

L\

ProxyH—/\
(3) TIPTGE 12K Dtk

@'

|

(4) Disconnect
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1. BERIFHRORBTZFL
— FWH DORERR IR (F S ERICIEES NG,
(;X) Source routing T A A BE

2. IN'TYR DA IILB) T
socket{src_IP, src_port, dsrt_IP, dst_port} D& £k
TIAILA) T EIT,
GE) - fipE ERRENKLENWT TV —2 a0 NFHE
(@) AFEINBZIREH—EX
WWW, anonymous-ftp, IRC
(b) DTN BRETIELZLNVY—E R
NIS, NFS, PRC, TFTP, SNMP
() ARIEZZIEFAREH—EX
SMTP, NNTP, HTTP, FTP
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3. 77 r—3y F—bkoxA ; Proxyt—/\
— BT T)r—a TProxy Y —E RZR# 35,

e.g., SOCKS

ftp://ftp.nec.com/pub/security/socks.cstc/socks.cstc.4.2.tar.gz
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