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TCP&UDP

« TCP (Transmission Control Protocol)
—aARmyaAV® TS T—k
— VI FF v AT A—FFv AR
« UDP (User Datagram Protocol)
~ ARV AV LA ANRXRITH—Fb
~ TIILFFrw XL TA—FFv XA

cf. IP (Internet Protocol)
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i TCPaR4iay DB ELE #HA

133.21.2.3 WebH—/\

135.79.2.4

(135.79.2.4, 1234) - (155.20.22.1, 80)

TTE

(155202248 80) 1s52022.1

123.45.67 [T as67, 4321)

Well-known Port® {5
R—k &S R&(TF7T)r—a v E7akan)
20,21 |[FTP: 774 L8770k 3JL(20:7—43, 21:%|fH)
25 SMTP: f§5A —ILEGET Ok O JL
53 Domain Name Service (DNS)
80 HTTP: /M /\—TFA+EpX70k )L




TCP Port Allocation (RFC1700)

1. Well-Known Ports ; 0- 1,023
2. Registered Ports ;1,024 - 49,151
3. Dynamic and/or Private Ports ; 49,152 - 65,535

ERATIER

ftp://ftp.isi.edu/in-notes/iana/assignments/port-numbers



TCP Features

“Stream” Oriented Data Transmission
— Connectionf 1L (Three-way-handshake)

. Connection (“Stream”) Identifier = “Socket”
{dst_IP_addr, dst_port, src_IP _addr, src_port}
“Sequence Number” ; 32 bits
S NAREE 0 — (2732-1)
— 2732 TSequence NumberhSWrapsi1 4
“Full-Duplex” T D@15
Acknowledgement (ACK) ;
> &l-xﬁ'ﬂ"\%/\‘»ﬂ%ﬁ(w)wﬁiﬂ

. IS>—[El1E: &5 A2 EBiE(Segment retransmission)
by Time-out, Dupilicated-ACK

“Sliding Window Control” Z= AU Nf=T - — A B 1% | 1
(*) Window_size = 65,535 Bytes ,
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TCP Well-Known Ports

Port Number |Keyword Application
5 rje Remote Job Entry
20 ftp-data | File Transfer [Default data]
21 ftp File Transfer [Control]
23 telnet Telnet
25 smtp Simple Management Protocol
39 rip Resource Location Protocol
53 domain | Domain Name Server
63 whois++ | Whois++
67 bootp Bootstrap Protocol Server
69 tftp Trivial File Transfer
70 gopher Gopher
79 finger Finger
80 http World Wide Web HTTP
110 pop3 Post Office Protocol - Version 3
111 sunrpc SUN Remote Procedure Call
119 nntp Network News Transfer Protocol




R— &S DB

r—rES |FAaralLg | TIV5—3y

21 FTP 74 JVERE

23 telnet =] m b

25 SMTP BEFA—IL

53 DNS AL £

80 HTTP WWW

110 POP-3 BEFA—ILEAHL
143 IMAP BEFA—ILEAHL
443 HTTPS X1 7WWW
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TCP Connection®e3L/BRkk

svr4.1037 (client)

“Active open”
(appli. open : telnet)

((Open ) <

“Active Close”
(application close: quit)

“half close” |«

SYN (a)

SYN_ACK(a+1,b)

_ACK (b+1)

FIN (m,s+1)

ACK (m+1)

~“FIN_ACK (m+1,s)

ACK (s+1)

bsdi.discard(server)

“Passive open”

!

a ((Open )

» EOF to Application

l

“Passive Close”
(application close)

!

o “half close”

— full close ,



Three Way Handshalking

« I5— NELETHUERMENEFET S

« 220 /—FDOEITO FNEND/—FH
FD IRHOIRH ZHEIIIE =LY,

« 3IDDINTYRN=AvE—D)D ERIE T,
FERD RIHANER - RSN S ET 7
&),
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CLOSEDL

appl: passive open :
send: <nothing> :

v
| LISTEN |

recvl: SYN

appl: active open

-’ SYN Active open
\p recv. ( appl: close
SYN_RCVD S SYNACK SYN_SENT | —apnl close
. ACK (simultaneous open) fecv: SYN.ACK
&z send: <nothing+y send: ACK
B LL llllllllllllll
e sopl:close | ESTABLISHED f-=+-s--2e+=*¥ CLOSE_WAIT|
T & send: FIN - | send: ACK : appl: close
v simultaneous close : send: FIN
recv: FIN :
'FIN_WAIT_1 —57zz"| CLOSING | H
v ACK o ACK LASTACK).-->
. : send: <nothing> Passive cl recv.
send: <nothing> : ASSIVE L1088 send: <nothing>
[FIN_WAIT_2] TIME_WAIT | .
= = recv: FIN = J
send: ACK 2 MSL timeout

Active close



<< Client >> [CLOSED« A

appl: passive open
send: <nothing>

(LISTEN |

passive open
send: RST appl: send data

appl: active open
send: SYN

recvl: SYN
send: SYN, ACK

send: SYN :
. SYN Active open -
recv. appl: close
SYN_RCVD) e SYNACK SYN_SENT|2ept: clos
ooy AGK (simultaneous open) fecv: SYN.ACK
&z send: <nothing> send: ACK
S
g o CIOSE/[ESTABLISHED] e ey |CLOSE_WAIT)
T & send:‘y - | send: ACK appl: close
simultaneous close send: EIN
recv: FIN
[FIN_WAIT_1 | ack’ CLOSING |
. LAST ACK
recv: ACK recvEIN,ACK recv..ACK _ [ = relv ACK
send: <nothing> send: ACK send: <nothing> Passive close sond- <nothing>
[FIN_WAIT_2 o TIME_WAIT .
= =—recv: FIN = /
send: ACK 2 MSL timeout

Active close



<< Server >> CLoSEDje—

appl: passive open =

send: <nothing> ; appl: active open

send: SYN
eoul: SY eerr" LISTEN]
. .
send: SYN, AC‘}f"" send: RST appl: send data
ot send: SYN _
A° recv: SYN Active open -
: appl: close
[SYN_Rcv@ cond: SYN ACK [SYN_SENT]  2op!: clos
. .
oy ACI('%, (simultaneous open) fecv: SYNLACK
8z send: <nothing> 4 send: ACK
g [ESTABLISHED=**=x=*=%CLOSE_WAIT]
E g appl: close . recv: FIN B
© 0 send: FIN - | send: ACK Eappl: close
simultaneous close = cend: EIN
recv: FIN . '
[FIN.WAIT_1] 5 ack | CLOSING | [ v }

) LAST ACK llllll.’
recv: ACK recv>FIN,ACK recv: ACK _ — recv: ACK
send: <nothing> send: ACK send: <nothing> Passive close send <nothing

[FIN_WAIT_2] | TIME_WAIT |
= =Jrecv: FIN —

send: ACK 2 MSL timeout
Active close
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RTO Expired Retransmission

bsdi.1023 svr4.discard

SYN 0:0(0) win4096 <mss1024>
1 —

<
SYN 3:3(0) ack 1 win4096 <mss1024>
3 ack 4 win4096

_ B&ERSA (RTO; BiEAA)
PSH 1:15(14) ack 4 win4096 I
4 ) ack 15 Wi?lc40 — i 3) RTO = 1.5 sec /* 2B AT Re™/

= LT _PSH 15:23(8) ack 4 win4096 for (9 minutes)

15sec] 7 | PSH15:23(8) ack 4 win4096 1 1 |
3 sec — If (RTO expired)
! PSH 15:23(8) ack 4 win4096 {
—2 8 ] o
6 sec retransmission;
v 9 PSH 15:23(8) ack 4 win4096 N RTO=RTO x 2;
Z Z RTO=min{64sec, RTO};
PSH 15: ' }
—— 17 5:23(8) ack 4 win4096 - }
end /* §E&H D */
64 sec

PSH 15:23(8) ack 4 win4096
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BEHET HACKN
3DflTTELV -
SHRA LTIk
FE-9ICEE

Fast Retransmit

pES R SRyl

8192 TEN= .
] 5
10240 TR 20
48
EQ=3 AC
2288 LEN =35
\ - K= 2048
= 2048 LEN= %
48
EQ= ACK
14335 LEN= 207
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FNSURAR—RL ALY DS

- HTEHEITO BFG T—30PYRYZEEIRT 5,
— BRYDZLEKIIC
o HiX
o NYTo—1FERICKSBEIHESE(FEC; Forward Error Correction)
— TRERYIIFIEULKSIC
(*) Z7AIVTOLRERL 102—D1—R Z121H
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EREERRE DAk A X

o ACKNNR-TKAKY V1V R H A XM K
ST IEERRI X {E AT 8E

> NATTA R DI BERIERE
{5l : 100Mbps, FiE20km=0.1ms
—4 R H A X 20kbit=2500/\1
{5 : 2Mbps, 1¥18200ms
— 4R YA X 400kbit=50,000/\1
« DAVRDRT—ILA T3y
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cwnd

TCP Congestion Window

advertised_window

/

time

< CongestionfzL DG E >

cwnd

advertised window

/ congestion
el BN
4 A N
N N
time

< Congestion{ZE&RniH& >

(*) Duplicated ACKZE{ERHE Y
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TCP Congestion Window(1)

[ﬁ]@; @ [] [ﬁ]@ % (5]
1 1
%T:@ : T
— —
g ——
—— =

29



TCP Congestion Window(2)

= 2 Q) = g =
1 | I
W: O> |
l | | @ l [2D3<O
%B-é: @ )
r 9 T 9
H @ |
' 4 0

W
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TCP Congestion Window(3)
[g]@- [‘%]@ 7 6 5

’ j)[%]
54l l UQ
'
s ! 1 —
: \ 145
@__% @_HEJ
76'54 4i56
P— ¢ '
el
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TCP Congestion Window(4)

8 12 11 10 9
it = qQ = [E]w (%]
6 g7 8
@ 9 8l @ 13 12l 11 10
g ——r

@ 14 13¥ 12 11

@ — — u@

1 8§ 29 10

@ 1110% 9 8 15

| @ [ i — D@
9
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Window Scaling for Long Fat Pipe

- RFC1323 -
Network Bandwidth (bps) RTT (ms) BWXRTT (B)
Ethernet 10.000 M 3 3,750
T1(KPEER) 1.544 M 60 11,580
T1(E2E) 1,544 M 500 96,500
T3 (KBER) 45,000 M 60 337,500
OC12 (CKFER]) || 2,400,000 M 60 7,500,000

- Max. Window Size ; 2°(16) Bytes = 64KB

— Window Scaling ; “wscale”
wscale=n — 64 x 2"(n) windowH 4 X

33




TCP 7 O—&l|{H

« EXEAID Vs F—HIEIL. BFIZENS,
- RE(X. HHEE RLELDIZLE-TLVS,
—LAL.EEL. WAWAL 7ZILDYX LZE 3

F-EBARBEICLTH S,

- ZEAIX. LIROAZF @17 5,
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TCPaRIL a3 DHEIL - B S

x|

RFC 1379 : T/TCP
- Transaction TCP -

[B #7]

FitE D

ET7v7

[75i&
 CC (Connection Count) Option

* SYN~NDPIggy-back ; “half-synchronization”

(1) SYN, Data, FIN, CC

(2) SYN, SYN-ACK, Data, FIN, FIN-ACK,

CC, CC-Echo

(3) FIN-ACK

35



RFC 1379 ; T/TCP

Client Server

SYN (a)
SYN_ACK(a+1,b) —
_ACK (b+1)

- Data (a+2)
Data ACK(a+2,b+

FIN (m,s)
ACK (m+1)

“— FIN_ACK (m+1,s)
ACK (s+I)

"

Client Server

SYN,Data,FIN,CC

SYN,S-ack,Data,
F.F-ack

IN-ACK

0tz Ak
3T AN
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RTP (Real-Time Transport Protocol)

14

Z2fH]

0S
H—xIL

—

Ethernet

~y A

v

IP

'

. UDP RTP
Ny LNy RNy R

YTy AR T T —X

UDP

;

RTPXAHA—F

IP

1A1—HY vk

@)

<<

«—UDP~< A/ O — F—»

PRAO0—F—

«——(—YFy bR A F—

(b)
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RTP

. RTP0)1i—f§r
1_/ I\‘ j:DL\T L1=|1EIJ75\IDL1=|§*L%)
_/5(0) L4j394s>7 ;Eﬁi_-d—éo ]

BAZ Y FlH
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Application

18]

Generate
Delay-Jitter
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FLULARE

1. ’ILF/INRIE
— MTCP (Multi-Pah TCP)
> EBDIPTRLRZEFI A
2. UDP + 77)7—23> TORE
- QUIC(Quick UDP Internet Connection)
(*) Proposed and implemented by Google
1. #HAEKRTE D= D Hand-Shake =&t
2. BIAIRYETIE#EE(FEC: Forward Error Correction)
3. lE=1k
4. BT 0—HH
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