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Active Cyber Defense (ACD), also known as adaptive security, is a rapidly emerging
branch of cybersecurity. It integrates and enhances several cyber intelligence, cyber
protection, and cyber analytics technologies to proactively and predictively combat
cyber attacks and protect data assets. Rather than passively waiting for cyber attacks
to occur, ACD takes an active and proactive approach. Here are some key points
about Active Cyber Defense:

» Proactive Defense: ACD focuses on actively defending against cyber threats
rather than merely reacting to them. It aims to prevent attacks before they happen
by collecting information about potential threats in advance and enhancing
defense capabilities.

« Threat Intelligence: ACD involves gathering intelligence about cyber threats,
including attack patterns, tactics, techniques, and procedures (TTPs). By
understanding the methods used by attackers, organizations can better prepare
their defenses.

* Preemptive Measures: ACD includes monitoring network traffic during normal
operations to detect early signs of cyber attacks. If suspicious activity is detected,
organizations can take preemptive measures to neutralize threats or even launch
countermeasures.

« Government Initiatives: Countries like the United States and the United Kingdom
have been actively working on ACD initiatives. Government expert panels have
emphasized the need to strengthen defensive capabilities through ACD.

« In summary, Active Cyber Defense aims to thwart attackers’ objectives by
actively and proactively defending against cyber threats. It’ s a crucial strategy in
today’ s rapidly evolving threat landscape
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PGPE & A*—JL

[ EALI=LVA—)L ]

7 A30BFRI10FFIC RSB THEULVELLD,

[ BERAINT=A—)L]

Version: 2.6.3ia
Charset: noconv

IQCVAWUBMey8R6UtC+xzFETZAQENUAP+N30di02slY +rRYa2gBJ2u2lmWofjeyks
1AkvsN9errDk4N/VcFmc3d6F4heDKiy87u3XAVoulz2orb9xZ3gFveoEZp3QLLa6
Pkzs6/N1nmJZFZFIf1M8yUR5WZThyaVHQMC1AuSZhJsM8+8S/+1bpXVPJI68MAJE
cDYBT86eekM=

=UEG6f
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[ [EEAELT=LMA—)JL ]

7B30BFHI10BICRKEETELVELLD,

[EEEibeni=+A—JL ]

\Version: 2.6.3ia
hiwDpSOL7HMURNKBA/4gk4BDXailLag9tOS8srdd091P4Pbocw8ERNY ZKc8BJZHR(

bmePoSNRpv8QWRPttwB3pkUhPHIET5BbGiyuw36hLvIet5z50t3RS+XnfSz1Tyxw

XkXT+nNDCE6Gntb6JgBUymM2/FRowwMNOclbnKD6elgZfekDUWBUHKSRAuH6Bfq YA

AAA3YBJcBDcrQtcluA5SR+bvivZ8gc8Fx3JCcUtWAyH+embVTTSUw+xTt0JSU0093
us+LHGrrzBESSg==

=00WV
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%2 477 Remote Shell
- ssh : secure shell -

-NFEBES AN AFRB+BERE
DA TUR NIV X KETEHFE

RSA. IDEA. DES ARIZKDIEFIE

fHIZIE; http://www.cs.hut.fi/ssh

-WindowshR V54 7 > +8 Y FE 9 (Teraterm)

-sshd (secure shell daemon)

-ssh (rlogin). scp (rcp). ssh-keygen

RIFEHR O 7ML

.ssh/identity

.ssh/identity.pub (clienty => .ssh/authorized keys (server)
.ssh/ssh_known_hosts, /etc/ssh_known_hosts
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%2 477 Remote Shell
- ssh : secure shell -

1. NBSE(Public key) D3 EF vy
fetc/ssh_known hosts. ..ssh/known hosts

2. HS5A T ML B EE>T Session KeyxEiE S
(*) Session keylZ BRI ZEH 5,

3. H—/\ XA BAfE% > T Session Key #3193

4. Session KeyZz AL TRES1E - XXk
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OSCON 2002
< Free Culture >
by Lawrence Lessig (Stanford Univ.)

July 24, 2002


Lawrence Lessig.mpg
Lawrence Lessig.mpg
Lawrence Lessig.mpg

. Creativity and Innovation always builds on
the past (Bli&E &AM/ R—LavIEEIZBED
FIZEMMD)

. The past always tries to control the creativity
that builds on it GBEITEI(ZFD EIZAE&ES
Nzt DEXBLLIET D)

. Free souetles enable the future by limiting

the past (B G E(EZ DB ED AZHIFE
JHETKREZRREIZT D)

. Ours is less anc less a free society (F <K D*t
lX. HREHAZX>TLYK)
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1774 Born the “Free culture™
— Donaldson versus Backett trial =» stop copyright
“Shakespeare 1s free”
— 1710 Statute of Anne limited term 14 years
— 1740s Scottish publishers reprint classis
=» London publishers said “copyright is forever”

“old patentees and monopolizers in the trade of
bookselling, men who do not labour in an honest
profession to learning 1s indetted”.
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« 1790 In USA
— Unregulated creativity,

exception was “printing”’, regulated for 14 years

Z1EMEERIL. RO A IERIN . IRE/E M
[ZIEXERAINT , 14FERENRIYIZD A,

« 1928 Walt Disney......

— Steamboat Willie (Micky Mouse) stole (i.e., rip,
mix, burn) Buster Keaton “Steamboat Bill Jr.”

— “Always parroting the feature length mainstream
films”
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1790 :
1804 :
1831 :
1909 :
1962 :
1965 :
1967 :
1968 :
1967 :
1968 :

14 years
28 years
42 years
56 years
59 years
6l years
63 years
64 years
63 years
64 years

1969 :
1970 :
1971 :
1972 :
1973 :
1974 -

1998 :

65 years
66 years
67 years
68 years
69 years
70 years

95 years
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* No one can do to Disney, Inc.

what Walt Disney did the
Brothers Grim.....



 Regulations
— “publishing” to “copying”
— “copies’” to “derivative works”
— “14 years™ to “life + 70 years™

— “opaque” creativity.......

== can protect from exposure of proprietary intell’s .

(*) Fair-use vs unregulated (i.e., free)
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Unregulated...

Read
Give
Sell
Sleep




Proprietary
VS

Free/Open



Bill Gates (1)

s SEEDLDNTVWSTAT 7B ELI-
A/Zt)\ ¥FEFIXEDLIITFFAISNTLVS
MY FFEFre LTV ELb S

LEECDERT. BREIZITEEE-TULV I
EZUVELY,
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Bill Gates (2)

+ HRAMAHANEEHES L. FTSTEARY D

R Y R Y = (1))

e S AN

WFROFERER, XITITHE NS
DRT EAERETEILHET 27 /EL,

XTI REDEFHES

l& I &m<TEDTZHD, T TIS, LS

FEHERRT S

ERNHD

future competitors)

o [REDFGFEHEFZHEFRT 5 (excluding
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Patents and copyrights

<< concerning >>

Excluding the future “competitor”
=» Reducing the possibility of future “innovation”

<< Object>>
encourage of disclosure of proprietary intells.

<< Implementation >>

protect/regulate for certain period, then go to
free/common pool

113



P2P discussion
« P2P system circulated 5 times (500 %)

larger volumes than CDs.
» Reduce of sales volume was 5 %

500% growth vs 5% reduce
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. Creativity and Innovation always builds on
the past (Bli&E &AM/ R—LavIEEIZBED
FIZEMMD)

. The past always tries to control the creativity
that builds on it GBEITEI(ZFD EIZAE&ES
Nzt DEXBLLIET D)

. Free souetles enable the future by limiting

the past (B G E(EZ DB ED AZHIFE
JHETKREZRREIZT D)

. Ours is less anc less a free society (F <K D*t
lX. HREHAZX>TLYK)
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