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Equipment supplier shall not ship equip
that are not supported by the OS vendor

Windows XP Service Pack 3

Windows Vista Service Pack 2 2012/4/

Windows 7 Service Pack 1 2015/1/1

https://docs.microsoft.com/en-us/lifecycle/
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 Enable/disable I/O interfaces such as USB or DVD+RW.
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0. 7V CAMEDEKTE B Segregation of duties
B Least privilege policy
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#scada modbus SCADA
ﬁ(_)ﬂ tep server access « FFAIENEI-Y RAR, FORI, K- hOBEFA
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Equipment suppliers shall provide access rights/privileges
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12.09947 Fab equipment shall be capable of recording and exporting security ever
logs, including L=
« System JATL
+ Application Time stamp: 2021/06/29 1
:,__-U‘-‘_E'ngiE Source : 23.5.6.8
Cr— Account : domain ¥ user
Log Server 2= ﬁolg Ao.lministrator
= ctivity : Console logon
— C
_ 775258
. | HAINTL |
N AA Log NAYRIA D Time stamp: 2021/06/29 15:46
Er— 1-Y—58GE ;)\ Upload X, O ¢ Source : 172.16.3.5
B (A - N~ __-_ — L Protocol : Modbus TCP
E Ty — — = Function call : 15
OV EEE Command : XXXXxx
« DJY-NCTILARRERRA R AERE 1 =
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Event logs shall include following types,
« Access control

» Configuration changes

« System errors

T —F N - - —
75223V hO-) / REXE .y — A7 o0 L
[ ‘)| Time stamp: 2021/06/29 15:46 Time stamp: 2021/06/29 15:46
Time stamp: 2021/06/29 15:36 Source : 172.16.3.5 Source : SChannel
Source : 23.5.6.8 Protocol : Modbus TCP Event ID : 36871
Account : domain ¥ user Command :
Role : Administrator scada modbus tcp server access Description :
198.51.100.200 A fatal error occurred while
creating a TLS client credential
( &« o ¢ o)
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3.1.1 FAQ:
e Which operating systems are applicable in the scope of this standard?

This Standard applies to computing devices of fab equipment, which are installed
with Microsoft Windowst in ) operating system.
How does the equipment supplier know if the operating system is end of
life?
It i1s recommended that the equipment provider periodically tracks the product
roadmap information of the operating system vendo uch as Microsoft ® Red Hat
®, Ubuniu ®.

3.1.2 Practice and Example
¢ Windows XP, Windows and Windows 7 indicated in Table 1 are examples of

end-of-support operati ems. When Microsoft

end-of:
> on altemative methods to
h an agreement is out of the
pe of SEMI E187.
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