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172.16.20.61
172.16.20.51
172.16.20.61
172.16.20.285
172.16.20.61
172.16.20.285
172.16.20.61
172.16.208.51
172.16.20.61
172.16.20.51
172.16.20.61

172.16.20.205

[172.16.26.861
172.16.20.51
172.16.20.61
172.16.20.51

Destination
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16.
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16.
16.
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20.
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61
51
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51
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205
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172.16.28.61

1727167207285~

172.16.28.61
172.16.28.51
172.16.28.61
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Protocol Lengtt Info

CIP CM
CIP
CIP CM
CIP
CIP CM
CIP
CIP CM
CIP CM
CIP CM
CIP
CIP CM

CIP CM

CIP CM

CIP
CIP CM

544 Unconnected Send: Multiple Service Packet: Service (©x4c), Service (@x4c), Service (@x4c
217 Success: Multiple Service Packet: Service (@x4c), Service (@x4c), Service (©x4c), Service
178 Unconnected Send: Multiple Service Packet: Service (©x4c), Service (@x4c), Service (@x4c

127 Success: Multiple Service Packet: Service (@x4c), Service (@x4c), Service (@x4c)
114 Unconnected Send: Identity - Get Attributes All

127 Success: Identity - Get Attributes All

144 Connection Manager - Forward Open (Message Router)

118 Connection failure: Connection Manager - Forward Open (Message Router)

544 Unconnected Send: Multiple Service Packet: Service (©x4c), Service (@x4c), Service (@xd4c
217 Success: Multiple Service Packet: Service (@x4c), Service (@x4c), Service (©x4c), Service

178 Unconnected Send: Multiple Service Packet: Service (©x4c), Service (@x4c), Service (@x4c
127 success: Multiple Service Packet: Service (@x4c), Service (@x4c), Service (Ox4c) _____.
158 Unconnected Send: 'ActualWaterLevel' - ‘HighTrip' - 'SP' - Service (@x4d)
98 Success: 'ActualWaterLevel™ = "Highirip' - 'SP - Service (exad) __ _____~~—~—°°

124 Unconnected Send: 'LogixTest' - Service (©x4c)
108 Path segment error: 'LogixTest' - Service (@x4c)

544 Unconnected Send: Multiple Service Packet: Service (©x4c), Service (@x4c), Service (@x4c
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M Wireshark - /¢y b 27974 - 20250918 _Training_Data_A1.pcapng - O X

> Frame 27974: 150 bytes on wire (1200 bits), 150 bytes captured (1280 bits) on interface \Device\NPF_{3F3C@F8C-EFFC-4B82-990D-91ADFDEE234D}, id @
» Ethernet II, Src: Intel _dé:61:fe (d8:f2:ca:d6:61:fe), Dst: RockwellAuto_a5:c5:95 (f4:54:33:a5:c5:95)
> Internet Protocol Version 4, Src: 172.16.20.205, Dst: 172.16.20.61
> Transmission Control Protocol, Src Port: 26034, Dst Port: 44818, Seq: 179, Ack: 158, Len: 96
> EtherNet/IP (Industrial Protococl), Session: @x@1EF@eel, Send RR Data
“Common Industrial Protocol
CIP Connection Manager :
&

o o o o e e e e -

0006 f4 54 33 a5 ¢5 95 d8 f2 ca d6 61 fe @8 @@ 45 @@ T3 - - ~a--E-
@010 @e 88 1d 4 40 @@ 8@ [J§ 5b 51 ac 1@ 14 cd ac 18 - --@ P [Q - -
0626 14 3d 65 b2 af 12 44 1b 17 @ 5a 97 22 12 50 18  -=e- - -D-

0636 02 00 8 3d 60 @0 6f @@ 48 08 01 @0 of @1 GO 8@ - - -=--
9045 80 00 O3 00 60 98 3d 17 00 08 80 00 00 80 88 88 - -z coccoo-
0650 08 0O OO 00 02 00 00 PO 00 08 b2 60 38 @0 52 @2 .- - -8R
9066 20 06 24 @1 ©7 f9 2a @@ 4d 18 91 10 41 63 74 75  -$---*- M---Actu
2075 61 6 57 61 74 65 72 4c 65 76 65 B¢ 91 @8 48 69  aluaterl evel. Hi
9030 67 68 54 72 69 7@ 91 @2 53 58 ca @0 @1 @0 @@ 8@  ghTrip-- SP------
9092 e e@ @l @@ Ol 00 e

- B(CL___ CTHEFENZCIPBEDEIM D DOFlZR TSI,
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v CIP Connection Manager

ZDOION > B SPCHSPLCICX I DEK(Request) EDMNDET

v Service: Unconnected Send (Request) <

@... .... = Request/Response: Request (6x@)

.101 0818 = Service: Unconnected Send (©x52) ZO)CIPXW‘E—D“D\B_ ] _
o ActualWaterLevel.HighTrip.SP &0\ D **[EE4S

v CIP Embedded Nesssge Request D%IEE(ICS TR T DR TF — I DEZHEEITS)

v Common Industrial Protocol Tt ettt L L L L et
Service: Unknown Service (©x4d) (Request) v P Segnent: 001 (NS Bxtended symbol Seger)
Request Path Size: 16 words

v Request Path: ActualWaterlLevel, HighTrip, SP

...1 @eel = Data Segment Type: ANSI Extended Symbol Segment (17)
—————————————————————————————————————————

1
|
|
|
- |
Data Size: 16 bytes i

ANSI Symbol: ActualWaterLevel I

v Path Segment: ©x91 (ANSI Extended Symbol Segment) i
10@. .... = Path Segment Type: Data Segment (4) I

...1 @eel = Data Segment Type: ANSI Extended Symbol Segment (17) I

Data Size: 8 bytes 1

ANSI Symbol: HighTrip |

v Path Segment: @x91 (ANSI Extended Symbol Segment) 1
180. .... = Path Segment Type: Data Segment (4) 1

|

|

1

I--V.-CIP' 'CIEE-E- 'GErTe-r.'iE ------------------------- 'i ...1 @@@1 = Data Segment Type: ANSI Extended Symbol Segment (17)
Data Size: 2 bytes

: v Command Specific Data : L L R —

| 1

I Data: caboeleoeeeoeoee I = . : N —

l-F\'-O-IJ-tE Path Size: 1 word ——~-==< M bACtuaIWaterLeveI.HIghTrIp.SP NDEZAMMEN .

SEAFMEE"0” ca 00 01 00 00 00 00 00 : ESIAHE

Reserved: ©x66




XVYLC s, 5y L2327 NISHE

l%

IWE1.0TRY I —DOADIRA - NEMER DR TIZOTS AT AADEEN E S
AOHSIRN

> SVS— ADBEEEEE S AANRL
—2 3> EBLVRAD

IWE3. 1> bO—S K E COBIET. 0TS 2T ANDEEREEE A S,

_ > = B )\ —NEBOZRHMUIRHD. F/I WIS XXF
DD BE L DRSS

WE4. 0> bO—SDHEHIE— FNADEE

By S WA (IMEBEIT(RE N E O)Tﬁiﬁc‘:}xﬁﬁi)/\ || 32
IREE5. 59— E2OEEDS Y LAEERE } OTS R T INADF Y ~D— 27 LI > DI (-2
FENTLS.

(

= HROEE, PHOEEMGORD, REEE
75> bR I EYFT IFU. S 25 AOBERIG - BEE DR AR



1235 > PRINAE

XYLC 9 2FnIcRy bO— oINS o125

Security

WE1.0TRY ND—DOADIRA - NEMER

WE3. > MO—SIWE

4. > bO—SOEHEIE— RADZEE

NS 5—-E>

O

BRElD S > NEBEIRE

(

75> hOBEELEFIR

\

_ NOZOMI/TXOned & Sy —
W FEZERITHIEIS AT A

“’ﬁlpfb

N e t
>.
J hH

}75:\7

:_CGDIQ 2= BB DDH
B X Z R CTEDDOH

75/hmww EHPHIFDD
S5t 5> N CTHREELTZUL),



¥y

NS Y
) < VLC = B RE CYB=RGYM
AN Security
— \ ALY
OThL—=>0DF—5v h
F---- -------1
i
%%%A%}E = S F = P
. | BPECRE M OTIZ— S =T RIS - | TS —-
(X=2F - 15 TR 4y — EI (BlE> R LB (IBERS AT LS AL —4 — Bhen
=) S| & - RRWmE) Pg) =

SHARUR R [0t F 105 1 [ER0EL Z 8% 0T/ TEEk < OF |AREBOT CEE [FIEDEADIEL)
g |CRBREERDOE [ER t)&ﬁ%‘@’&i@l gDt |1 U EREIERE |(CERIEEIRIEL. £ |[OTTOU X THI
0 FEE3 tICITS I D1 =B85 D |LidfbsED 1—~X>IS5—%Bs

<\\

OT - IT 1 /\— U R0 BT U5 1 7t : OTRABDER, (PLCREA. |REOITRETE (J1 |LILETOBBIE  [BBEEHE (Safely &

EXZNER E il DIREE S“CADA{%)\\ USBRZRTIR “J“*‘/Z‘O“\ NIV, (USBQ—EJL\ RAGEHERS |Security)

BEEE (H)\F>R, |oT/ITOURSER, wﬁ <) oz FEAdEIL) F5AHEOER (7

%%Eﬁﬂ\ NIST/IEC62443 |EDftT7HA YELe A I/I\—Z2DHR TO‘EXﬁiUﬁI]\ IDEE | FFIE - EEORIFE |MILAFT VD - AR

1xE) TOS T NEBCHIT J|&(Safety x Security) (IAM/TORZA M) =) )
%& HAN\—KEENRE - Bf |2EF1UF+ERBE ||y hO—oER (FE2JO 3=y hD—ot0X>F5F |SCADA - HMIDIR/ERED |VPN - UE— MEEFIE
B |inazuy = :z — ez w|7RE) = e — (e = et

EHET (CF21UT+ B TOoFa1UT 56 | OISO RtEFa2UFTo N EEMNEL (O—hE |E1E
'_Ij_c—l_l ;ﬁé\ BCP. DRXI5R) =i I gl 'J?_"f/f‘ya:%iijj_;f (SaaS/IaaS) B, B ADEIR) T TOITEIRE
B |Ekros5 hRE <Y RADEHI SOC/OODH. BEY\>|RasoT AL — 3

DRERESF U AEE

(=TI by TEE)

A2 27> MRERDIE I
1 - SRR
PrESEOTEFI T+
4t (Security Culture)I
BERY DT 7
I

UE— 7O XEE
EEIRA - OT R OETR

I RISTOHIRR - FRSFITINER

F+a >0

OTIRIEE DERICHITD

> =z
EER

> FIIR

R - >=aL—FIcK
SRIBENHR

19

Y
Jill Il N NN N D DN D DN DN DN D D D N N N N DN DN DN DN DN N D D O D e e e -



g VLC AEOTLIF—THEHELTWEREHFETLLIN?

A\ Security

¢ HAN—tF1UT(HE W) BENRRSBEETIROONE
BCP : SE5EHiGsTE

HRRITEF 1 UT v OAEOER TEBBET SN T35 - BER - 1> TSR EOHIHS AT
LZBENDOREVTEBSEIHIC, BEREDBELRI - ¥IErD - TENZHRICDIFS.

REWRE - OTI22>ZV7MBEDIEZDICTDIA 22T ME. TIEBNRHESS - =&, FROR
2. ADDORIBNEENREZEZSXD] CL2EBELUZ L TOIBENVE

(T35 - TS5 MREDEESRFT L] Z25FDIEHICF. REBBEMNL—Z20 THIMOhZE T
ENH D,

© VLC SECURITY CO., LTD. ALl rights reserved.



X

VLC

Security
Arena

ZHRElE?

© VLC SECURITY CO., LTD. All rights reserved.

21



X<VLC

Security

kKXetvVicEx a1 YT 4

T105-0001
RREERXRE /4 THI1-40 IFRRZFENL

https://vlcsecurity.com/



	スライド 0
	スライド 1
	スライド 2
	スライド 3
	スライド 4
	スライド 5
	スライド 6
	スライド 7
	スライド 8
	スライド 9
	スライド 10
	スライド 11
	スライド 12
	スライド 13
	スライド 14
	スライド 15
	スライド 16
	スライド 17
	スライド 18
	スライド 19
	スライド 20
	スライド 21
	スライド 22

