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<POoCIREZIRI (INSAFIE - OTOEEHHEA) >

Who is JNSA?

Overview of the JNSA(Japan Network Security Association) J"SA

Our Mission

INSA Is a non-profit organization dedicated to enhancing network security, We conduct
surveys, provide information, and engage in educational activities to promote
standardization and improve security technology, contributing to a safer digital soclety for
all,

Established Legal Status Corporate Members

2000

July st

NPO 260+

Non-Profit Organization Companies & Organizations

Key Affiliations
INSA is the Japanese representative in the AICCA, a collaborative center where cybersecurity communities from
across Asia unite to share mformanon and strengthen regional security.

“INSA" DsRBA,
AJCCALDBEIMREHAL .. HEZMERDARZER.

14

> JNSA

Why OT security matters?
JNSA

Securing the Foundation of Modern Society

e 1. Impact on Social Infrastructure

Critical Infrastructure essential for daily life, such as electricity, gas,

ﬂ water, and transportation, is targeted by cyber-attacks. A shutdown
poses a risk of severe damage to public life and economic actlvities.

2. Increased Supply Chain Risk
WG Establishment As factories become smarter, the boundary between IT and OT
Auguss 2024 = blurs. The threat of preduction line stoppages and confidential data
breaches spreading throughout the entire supply chain s growing.

O7 Secutity WG Liumehed

Consists of #60 members,
including end-users, security

3. Sophistication of Attacks & Lack of Experts
product vendors, system While attacks targeting OT become more sophisticated, there is still
integrators (Slers) and a shortage of security experts proficient in both OT and IT, making

consulting firms. countermeasures an urgent issue,

oTEF+21 V51 DEEMDA.
WEZMERICH U7 EAAY MCRIBAE(CRDTESS,
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What is the OT security journey?
JNSA OT sec. WG supports initial stage of OT security journey

Stepl: Assessment Step2: Next-Step Planning Step3: Implementation

Understand & visualize current OT < ey :
security maturity and risk factors based  Define “next action plan” for 6 key items el
on Japanese MET| CPS Guidelines for based on the assessment results MEIFUTES I3 OULOT S00pE Ot
Factory Systems this Initiative
* Self-assessment by Web - 3
« Interview {Online — Zhours) +  Discussion x 6 {Ondine — 1hour) 'rapasal fo
+  Site Visit {Onsite - 1day) pport will be separately
*  Executive Summary
*  Detalls of assessment results out of *  Discussion MoM{Minutes of Meeting)

\ checklists }

eee
m Supported OT Sec. WG SMEs

BEE [TIBSATAILBITBIYAIN— - T1ZhI - BFIAVUFT 1 HWR
HARSA>] FTYIOUR P ZERULRIRIEIEE YR OER D2,

Activities

Delverables

JNSA
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Drafted Schedule

Assign SPOC
Conclude NDAs
Self-assessment
Interview

Site Visit

I Using web-tool
B Online/2hrs
B Onsite/1day

Step1:

Reporting IR Online/1hr (Assessment Reporting)

B Online/1hr
I Online/1hr
B Online/1hr
I Online/1hr
B Online/1hr
I Onfine/1hr

I
T8D (Final Reporting)

#1 Governance

#2 Risk Analysis & Security Rules
#3 Training

#4 Incdident response

#5 Technology measures

#6SCM

Reporting

@ The schedule may change depending on the local schedule coordination penod.
® Peasa note that consuiting for all items will not be completed within the scope of this project.

—~——g—

OTEF1 U5« DPDCAZBER =5 TiESHDIzshDLHTE
J:EEZb'y:L—)MZ?gC lJi_a"\ %ﬂ%o
X<E, #fi~SteplDLR—F+1 2P T6A~2A LD
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Planning
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