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o REBE EETIPT FLR FEMETH— b FEIPT KL R Zokan oT7m kan Trvovav #: 1970/01/01 09:00:00 41:192.0.2.1 v 192,021 ~ ~ v v ~
l /01/1 :00: ) v | / v v v ET INFO EXE IsDebuggerPresent
- 1970/01/01 08:00:00 1: 192.168.2.0/24 1 192.168.2.0/24 m} 2024/07/23 02:56:26 205.185.216.42 80 10.10.7.101 49737 tep Misc activity 3
(Used in Malware Anti-Debugging)
a] 2024/07/23 02:54:44 172.16.134.129 61450 172.16.134.128 61450 udp celink_ie_field_basic cyclicDataRes
ET POLICY PE EXE# 7-/2DLL
o 2024/07/23 02:56:16 205.185.216.42 80 10.10.7.101 49737 tep W s cHTTR Potential Corporate Privacy Violation 1
(] 2024/07/23 02:54:44 172.16.134.128 61450 172.16.134.255 61450 udp cclink_ie_field_basic cyclicDataReq cyclic indows7 7 A 037> 0= F
n] 2024/07/23 02:52:54 192.168.1.114 1058 173.194.135.86 80 tep ET U — &L Flash /$—2 3 ¥ M1 Potential Corporate Privacy Violation 1
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AR o " ET POLICY PE EXE % 7-12DLL
a) 2024/07/23 02:45:44 172.16.134.129 61450 172.16.134.128 61450 udp celink_ie_field_basic cyclicDataRes 0 20040723 025150 205.185.216.42 w0 10107101 9737 . Potential Corporate Privacy Violatian | 1
Windows 7 7 A LD X7 0 — FHTTP
o 2024/07/23 02:45:44 172.16.134.128 61450 172.16.134.255 61450 udp cclink_ie_field_basic cyclicDataReq cyclic
=] 2024/07/23 02:49:13 192.168.1.114 63675 8888 53 udp cc TLD ® ETDNS 7 T U Potentially Bad Traffic 2
0 2024/07/23 02:41:18 172.16.134.129 61450 172.16.134.128 61450 udp celink_ie_field_basic cyclicDataRes O 2024/07/2302:49:13 102.168.1.114 54389 88838 53 wdp ce TLD @ ETDNS 720 Potentially Bad Traffic 2
a 2024/07/23 02:41:18 172.16.134.128 61450 172.16.134.255 61450 udp celink_ie_field_basic cyclicDataReq cyclic ET MALWARE ABUSE.CH SSL 7 ¥/

—ZUYE 7Ty URE

nH>D

- p . ! ® " Domain Observed Used for C2

[a) 2024/07/23 02:36:44 172.16.134.129 61450 172.16.134.128 61450 udp celink_ie_field_basic cyclicDataRes D 2024/07/2302:49:13 209.203.50.200 a3 1921681114 1789 fep SSL g En it En L Detected !
(Shylock/URLzone/Gootkit/Zeus

Panda C2 OFEEMA S Y £7)
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[u] 2024/07/23 02:49:13 192.168.1.114 63674 88838 53 udp cc TLD @ ETDNS 7T Potentially Bad Traffic 2
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D 2024/07/23 02:49:13 192.168.1.114 65043 88838 53 udp .cc TLD & ETDNS # T Potentially Bad Traffic 2
o 2024/07/23 02:32:17 172.16.134.129 61450 172.16.134.128 61450 udp cclink_ie_field_basic cyclicDataRes
[s] 2024/07/23 02:49:13 192.168.1.114 49305 88838 53 udp .ccTLD @ ETDNS 7T Potentially Bad Traffic 2
o 2024/07/23 02:27:44 172.16.134.128 61450 172.16.134.255 61450 udp cclink_ie_field_basic cyclicDataReq cyclic
ET MALWARE ABUSE.CH SSL 7 4 >/
—7UY b Ty VR BEOHS
(u] 2024/07/23 02:27:44 172.16.134.129 61450 172.16.134.128 61450 udp cclink_ie_field_basic cyclicDataRes S Domain Observed Used for C2
(=] 2024/07/23 02:49:13 177.55.106.46 43 192.168.1.114 2233 tep SSLAHENRMShE L 2 q 1
etecte

(Shylock/URLzone/Gootkit/Zeus
Panda C2 DRIEEMAH Y £7)
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