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A~ IMAC: 28:63:36:82:28:96
>M20 READ 2 2 46,2017 11:29:22PM
Dell 192.168.105.241 : Componens P accesed o
Maintenance Station A high vM21 READ 2 components (2 accesses) Apr 6,2017 11:29:22PM
7:192.168.105.241 READ Siemens 192.168.0.10 Apr6,2017 11:29:22PM
MAC: 34:17:eb:d1:c9:97
READ SENTRYO-XP-1 Apr6,2017 11:29:22PM
) . > M80 READ 2 components (2 accesses) Apr6,2017 11:29:22PM
First & Last sctivity
X Apr 6,2017 10:59:13 X Jun 20,2019 12:22:27 >Ms81 READ 2 components (2 accesses) Aor 6,2017 11:29:22 PM
PM AM >M82 READ 2 components (2 accesses) Apr6,2017 11:29:22PM
Tegs: & Program Upload , 4 Start CPU, 4 StopCPU,
# Read Var, @ WriteVar,  ARP, « 57Plus
(hide)

Global lloT Sales

P.20




Cisco Cyber Vision

BROBRA & BE

BAIRA

Rockwell 192.168.249.50

Aufonstion Paint Line 2 A high
1P:192.168.249.50

MAC: f4:54:33:91:chzee Today
T | Rockwell 192.168.249.40 ototeiiowl]
" |audadnetl  Paint Line 2 A high oo e
1P:192.168.249.40 @
MAC: f4:54:33:9b:77:76
H First activity H Last activity
Apr 24,2020 11:04:08 AM Apr 27,2020 10:26:
Togs:

@ ReadVar @ WriteVar  EthernetlP

Variables: (1difference)
SYNC_NEW1 read Rockwell 192.168.249.50
SYNC write Rockwell 192.168.249.50
SYNC read Rockwell 192.168.249.50

Threat Response westigate

’ v Acknowledge differences H X Reportdifferenc ...,
o

l 9 Remove and keepwarning | Individual acknowledg

0/50~ SorFilter

Control system event: Stop CPU com...
Snort: Attempted Information Leak fro...
Security Intelligence event - IP_Reput...
— Security Intelligence event - IP_Reput...
Security Intelligence event - IP_Reput...

b 2 ;ecgmy Intelligence event - IP_Reput...

Flows

@ 396127

Packets Security Intelligence event - IP_Reput...

Security Intelligence event - IP_Reput

Security Intelligence event - IP_Reput...

Security Intelligence event - IP_Reput...

Security Intelligence event - IP_Reput...

a

LU L0 Sgnature based Desection X @mx

16:1209236  Signatere bhased Detection Soort allow on TCP id 27679 with sgnature A Network Trojan was detected -

Snort Event
© Occured at: 10/04-14:
« Sensor; SENSORVM-INT17233
* Action: allow
. Gid1
o Sigrature ID: 27679
o Priceity: 1
 Rule: 1:27679:4 (Revisiond)
o Classification: A Network Trojan was detected

061415

* Innetwork interface: /data/tap/BIN_Kuluoz-Asprox_9F842A020050A0 1AAB41F2063218F848 . pcap

© Message: MALWARE-CNC Win.Trojan.Kuluoz variant outbound conmection

 From 192,168,248, 165:2538 To 85.214.114.16: 8080 (00:0C:29:09:6F:08 -> 00:50:56:£5:00:84)
* Protocol: TCP

* Direction: €25

* Ethermet type: @xB00

* Service: unknown

° VLAN:O

 Relateddatx  DOWNLOAD DATA

161218255 Signate Snort allow on TC!
Snort Event

© Occured at: 04/17-16:17: 91, 746538

* Sensor: SENSORVM-INT17233

« Action: allow

e Gia1

o Signature ID: 42339

o Priceity. 2

* Rule: 1:42339:3 (Revisiond)

* Classification: Attempted Information Leak

16:12:18258

Snapshots

Investigate This incident || Change Status

o Innetwork interface: /0ata/tap/eternalrosance-success-2008r2, pcap

 Message: 0S-WINDOWS Microsoft Windows S8 possible leak of kernel heap memory

o From 172,23,33.10:445 To 10.99.99,8:51661 ( 00:0C:29:9€:89:5F -> 80:2A:E3:CC:A2: 26 )
« Protocok TCP

* Direction: S2C

* Ethernet type: 9x800

* Service: netbios-ssn

* VLAN.O

® | [ 2 ) Daniel Behrens

Link Reference | [ Downlosd |

. Control system event: Stop CPU command has been detected from...

Control system event: Stop CPU command has been detected from 192.168.249.114:1110 to 192.168.249.50:502

y Cisco Cyber Vision

Surmemary Observables

¥ Seen at 2021-05-26704:30:27.6612

Source: Cisco Cyber Vision [4
Sensor: Network Sensor

e Sightings Linked References
~ Add A
Confidence: High
Seveky:  Hgh No one is assigned - assign yourself

- P Aok s |V Resolution: N/A
O device v

DESCRIPTION Investigation
Source Destination Cisco Cyber Visi

Intend. Effect:

Name DESKTOP-GBJUF2N 1769-L16ER/B LOGIXS316ER

Vendor VMware, Inc.

Rockwell Automation

Confidence: ¥ High

Mac  00:0c:29:c7:¢8:76 14:54:33:91:cvee TP Ambe
w 192.168.249.114 192.168.249.50 & eneaad
Tags  WINDOWS, ENGINEERING PLC, ROCKWELL_AUTOMATION
| 192.168.249.50 aan

TARGETS

- P Address 192.168.249.50 v

OBSERVAR

- 1P Add)

RELATED TO SIGHTING (1

ss 192.168.249.114 ~

55 192.168.249.114

P == P Address
Add to current Investigation
Investigate in Threat Response

Create Judgement

Connected To == IP Adc 192.168.249.50 v

Talos Intelligence

S irity Intelligen: nt - IP_ Ry -
e seo s

Umbrella
4 IP view for 192.168,249.50
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