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Established : July, 2017

Headquarter : Taipei, Taiwan (100 Employees)

Product : World’s 1st Generative AI
SOC Automation platform

Office: Taiwan and Japan

Customers :  Over 200, including                                     
Government, Financial, High Tech

Leadership :   Founded by 3-peat serial entrepreneurs 
Pioneered discovery of                                          

China APTs Chimera & Cache Panda

CyCraft develops world’s first AI autonomous platform
for endpoint and identity security
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https://attack.mitre.org/groups/G0114/ 

https://attack.mitre.org/groups/G0114/
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Chimera APT Group Targeting SEMI and Airline Sector
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CyCraft is covered by top media Nikkei in Japan
and is selected by Japan gov to protect SMEs

Source: https://security-kyoka.metro.tokyo.lg.jp/ 

CyCraft uses AI cybersecurity to empower TSMC’s cyber 
resilience

Recognized in Tokyo Interop as 
the Best of Show

https://security-kyoka.metro.tokyo.lg.jp/
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No EDR or AV 
for real-time 

protection

IT / OT 
infrastructure 
overlaps with 
low visibility

EoL or 
Vulnerable 

systems remain 
unpatched in 

the fabric

Focus on  
production, 
not security 
monitoring
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2018: Fab & 
Equipment 
Information 
Security Task 

Force

2021: SEMI 
Taiwan 

Semiconductor 
Cybersecurity 

Committee

2022: E187 Specification for 
cybersecurity for Fab 

equipment

2023: E187 
Reference 
Practice
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https://www.semi.org/zh/technology_and_trends/quick_start_guide_to_new_cybersecurity_standard_e187
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The above verification items can pass testing through Verification of Conformity (VoC) services.
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Ref. https://esg.tsmc.com/en/update/responsibleSupplyChain/caseStudy/43/index.html
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Attackers don’t break in, they log in
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Cyberattacks start with identity compromise

Initial Access Brokers (IAB) are like locksmiths 
who provide door keys for attackers.Ref. https://www.group-ib.com/media-center/press-releases/gib-2021-2022-report/

https://blog.talosintelligence.com/talos-ir-q2-2023-quarterly-recap/
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(Initial Access)

(Defense Evasion)

(Lateral Movement)
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TW SEMI promotes unified supplier assessment 
with threat exposure rating services

Cyber Security Assessment (Questionnaire) Attack Surface Management

Ref. https://www.semi.org/zh
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What can AI help with?

Continuous Threat Exposure Management 
is a new trend
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必要な情報は
すべて可視化

オンプレミス環境、クラウド環境を問わず、
XCockpitはすべての資産、サービス、
エンドポイント、グループ、アカウントの

隠れた関係性を調査し、
それらがどこにさらされているかを把握し、

リスクを定量化します。
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AIバーチャル・アナリストは、ケース全体の概要説明を
作成し、セキュリティ担当者のケースに対する理解を助
けるとともに、対応効率を高めます。

AIバーチャル・アナリストは、最新の攻撃手法に対応
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高リスクアカウント
の影響分析

Identity LandscapeのAI技術に
より、組織内のアカウント権限の
相関関係を把握し、攻撃経路を
シミュレーションして予測します。

また、従来のアカウントインベントリに
代わり、高権限アカウントの
影響度分析を実行します。
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CyCraftGPT

次世代言語モデルAIが分析レポートを
生成し、要約説明を提供。

企業内の複雑なアカウント構造を
処理するための方向性を提案します。

Data Anonymization

2023 10 6 11:01:57 CyCraft AI MATRIX.LAB AD 

撃経 価 42 2374

検査 12 6 68 2288
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Takeaways
• To solve the four pain points, the entire SEMI industry 

needs to cooperate with each other, and awareness 

should be trained so that they can use standard or 

guidelines to improve the maturity of cybersecurity. 

• The E187 standard serves as a baseline; its purpose is to 

encourage tool machine vendors to pay more attention to 

security during the design phase.

• Credentials and identities remain a vulnerable aspect and 

have become the most targeted attack vector for 

ransomware groups. Assessing identity attack paths and 

conducting Continuous Threat Exposure Management 

(CTEM) should be considered essential daily activities.

• SecOps should not exist solely for experts to serve the 

security solution; instead, the solution should serve and 

empower the security team.
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担当者：Renata （れなた）Chang
renata.chang@cycraft.com

CyCraft Japan

CyCraft Japan 

100-0004 区

Global Business Hub Tokyo 81-03-6378-1053

3 6

02-7739-0077

6

( )3 323

0972-285-216

mailto:renata.chang@cycraft.com
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Thanks!
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