HITACHI

Inspire the Next

Y7714 Fx—%v ] R{LT3SBOMEI

2023/06/09

B FrRrILY)a—ar ket
A7 EMBAFEE 2 Y)a—la B BARAR V) a1—a B iiBaFE ./ K

— A FEAN EEEFHFERE T2 TS (CCDS)
MEREE5— /=7 )—Fr—

Bl B

© Hitachi Channel Solutions, Corp. 2023. All rights reserved.



HITACHI

Inspire the Next

Contents

1. Y7914Fx—t%a1)57+

2. SBOM (Software Bill of Materials) &I3
3. SBOMZHRt)E&<IKiR

4. SBOMDOEA

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 1



HiIF+RWJ)1—ar X%k =4t

BiFyRILY)a—av XXt

=4 Hitachi Channel Solutions, Corp.
REAM EERRIIX
AHLFER JE A4t B4R BB
EXE 85{&M
a%3L 2004=10R
EEEH HBiy:90748 EfE:2, 0424 (2023#3R%H%)
BERE 1R, ADORIROLE. BAF. 5. BiE.
RESLIVY—ER-Ya—a D
URL https://www.hitachi-ch.co.jp/

HITACHI

Inspire the Next

BREATLA

ANIVARTT

Ef.ﬁ%’ﬂiﬁiﬁﬁ% EiﬂE‘ﬁFEﬁ

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 2



HITACHI

E Eﬁﬁ Inspire the Next
4 N
Al B+
BIFrRILY)a—av XA et
7 R 4 N
OERIEVE: 11 E e 3 F IR HE EE
Y )a—a iR e,/ Hem
20074 CEN/XFSO—4o L 3y imEhBatk
— st EEA 2007 EFXa1UT+RFHMHR
EERETHREREX1) T (CCDS) | 20154 CCDSTOT /RS
HRMAFE L 23—/ =TV —Fr— 20212 CCDSHim(~20224F)
-FHRAEETEERSIELT(BEES $0063975) CEN:
FRmiRELRRS
CEN/XFS:
g!gﬁ%ﬁ”%;‘*ﬁ)IZBHéEF)b'?I70)7'EI—IUl/
38 IR —
- /

© Hitachi Channel Solutions, Corp. 2023. All rights reserved.

3



—RaEEA EREEREEN 27 RME(CCDS) HITACH!

Bx3r: 20144£10A6H
Sk #HHEE (FREEHREHE BEER. BELXFE 2EHR)
KREREE: FF 8 (FHR X1V T KERKE FEHIR)
HE: IWE (REXFEXFE #HiR)
&k BE (FHREX1L)TI KERKE £R)
BE M (EEMLXZEREPEFHER HR)
SR 203(ESRLULE:49, —=& 124, 2R 17, HE17)(2023458)
FLER:
1. EERSOELIHICETL5EX2)T/4ICBEI2EANOHREEE. RS EEE
LD -tAh
2. EREESORELERDLDZEMILTHEFL) T RITORFE
3. EFAUTAHREHTOERDRARVCIRIAFTEDHALS1DRFE. KRESHLY
EFRREEE DHEE
4, EFEHRBORPRBORFE-EREERUVREER. EX1UTvICETHAH
BRCLE-ERERFRF

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 4



FloTRBICHBLEY 11— 71JhN - F2V)F 1] HITACH

Inspire the Next

BREAA /R—2a T 05 L (SIP)E28A(20184E B8 ~ 20224 BE ) DD
FaJ5.LM1D

> BIRHEEZEALLT, EALRMFEZEA FITRILX— ERR TR ST
(NEDO)A%E &

> NEDORYTODz /D) —RELTAREL-2EH#%2CODSHZEE

NEDOD(loTHEICHELEY A /13—D4 A -tXa)T1 I R—2IL YA

@Eoo T BRI ANNN gANE sMuabeRO Foex @ ¥ O English
NEDOIE2WT Za—2 B REEBE(LE) BERN HiTH - &R b
hd
F—L >BRE BF - EEAS *ry b7— Aya-F 5 g4 —va RE7asSL (SIP) B2/ 1oTHREERGLEY A K- Z45DN - &% F4

BREMA / R—va v 0S5 L (SIP) B2H/IoTHARICHIE LY A N— - 74V hN - 2Fa VT4

O
S CTTBBNA I R—va fliE T s TN
j JAA Cross-ministerial Strategic Innovation Promotion Program

WEFDPOE Y BIRATE - BB EEE L THET 2HEN, /R~ aYAE7 07 5L (SIP) F2M/loTHEICHG LY A /18— 74

NEDO. MEkBg a1 / ~—> 3 BliE 055 L(SIP) 28 /o TR KB LIz YA /N — D4 DAL - X2 T11.
https://www.nedo.go.jp/activities/ZZJP2_100123.html, (B8 2023-05-31)

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 5



F7LELF—a REOABICONT HITACHI

NEDOMoDEEEEZIT T, CCOSHUTORRBEELZFLO-ROREOAERESHET

OIS /R—2a METOT S5 LSIP)E2/,loTREIZH B LI YA /13—-04H)L-
tXa)T4/ loTREIZHBELI=Y /13— D04 HIL- X2 TAICRD0SSOEHBRIEDHY S F
ICR89SIAE 1. NEDO., 2021 FEFE~20225F. REEEHES:20220000000436
https://www.nedo.go.jp/content/100953488.pdf

OIS /R—2a METOT S5 LSIP)E2M,loTREICH B LI YA /13—-D4H)L -
o) T/ loTHEICHELE=Y A /IX—D4 DA -2 T HRD0SSOEHF % KR UCSIRT-
PSIRTEMEICBIT SRR 1. NEDO., 20225 E ~20225 . HESEBRES:20220000001048
https://www.nedo.go.ip/content/100956036.pdf

XBEEIZDLNT
AILEVT—avENHICEREOS/HBa. MR, Zu/2EBOBEF-XEHREHIETT,

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 6


https://www.nedo.go.jp/content/100953488.pdf
https://www.nedo.go.jp/content/100956036.pdf

HITACHI

Inspire the Next

1. 4754FT—t% )74

© Hitachi Channel Solutions, Corp. 2023. All rights reserved.



1-1 $751FI— %251 g the Nt

B ITAFI— D o= A N—KBREZI TS
PAT§#R++ 27 10KFEL 2023)

Y IS4 F 11—V B A N\—NBE A DI E 45
BARE  HHREOYA/ KR HEHALIE AN BRI ERE
*ﬁfﬁ https://www.nikkei.com/article/DGXZQOUC25DAV0V20CG22A8000000/
(20228 R26R) M SUYLYITICLDHE
NHK YAN—KEZIT -5k {EBREFZHTIOMNILAR - - .
YT ane 261 YIIAF—DBEREE
tg’étgzs:z/évnu}\%v%.nh;(.or.jp/kansai-news/20221 107/2000068042.html m L,Tzlﬁtﬁ
H
T ERRIEIC
Bloombers  HATEMTBH1/\— K, HRYF5(Fr— SN *5;2;’%15@' & OBE R
YR BERYIC
https://www.bloomberg.co.jp/news/articles/2023-04- . e
19/RTAEGJTOAFB401
(2023F4A8198)

IPA. TE$RE¥a2)T010KER: 2023.
https://www.ipa.go.jp/security/10threats/10threats2023.html,
(888 2023-05-29)

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 8



1-2 Y7514 F -2 %1051 HITACH!

XA TR
L 30 BERY HRSEEDOAA—D

HMLog4shell 20214
JavaS B0 ek 11H |~~~

7473 Otk ( Ll .-
\ ]
= @& . ™A
Web—r A>5—%t EROHBA

HRipple20 20204
FHA A A T BRI ZFI A 68
=N 5E{E(TCP/IP)

S14 T3 DRe5EH

A — P
A\ DA

We S5l R — 15—t BEROHIA

NEDO. M2021EE~2022E ER R R EE HEEMM/RX—2aVBlET OS5 L(SIP)E28 /o TRHEITHE LY A /13— D4 D)L X 2T« /loTRHEIZHE LI YA /13— D4 P AL -
EF2U TR SOSSOBMRIEDHY 7 FI-BIT HFE . https://www.nedo.go.jp/content/100953488.pdf KUHHIE R © Hitachi Channel Solutions, Corp. 2023. All rights reserved. 9



1-3 TBICBIHZIYTS1FI—vtFa) 5+ HITACHI

BEMOBR(BER)
> EXaT7ERREED

W RO =
> EXaTRRIREHTFT D

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 10



1-4 TBICBHZYTS51FI—tFa) 5+ HITACHI

BELOBR(HIERE)
> ISP ELTA—TICERD
X UT1IRBERETD

W RO =
> A—HFELTH ISP LRIED
X ToRBERITID

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 11



1-5 TIBICEIIBYTS1FI—td1)51 HITACH!
KELHBEIERA L Lz

BEAOHR(REX)
> HRICHESENSHDIN?

BEHOBRA PPy
BHT
N

Ripple20 BAEEEFRAIN B

# DN
SBOMTC#R#R |

HEESAY BES

)

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 12




HITACHI

Inspire the Next

2. SBOM (Software Bill of Materials) &l

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 13



2-1 SBOM (Software Bill of Materials ) &l HITACH]

SBOM(/Zhoz 7ERMTR) &l
HHRAUHENERA DS ELE=. VIO T7aAVHR—R b BETEKFREFR®
ENLICEIHIFHRO—K

SBOMD &

Yoz 7(AVER—RUN) DERE
Yooz 7 (AVR—RUR) DAR
VIR 7(AVR—R B DIN—D3Y
YLz 7 (AVR—RUR) DNy Al
YIbox7 (QrR—R ) OERF
Yobo 7 (QVR— M) OE RS

NTIA. TSBOM at a Glance](BAEEER). https://ntia.gov/sites/default/files/publications/sbom_at_a_glance_ja_0.pdf IBaseline Componenti&$R I1HHEER
© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 14




2-2 Software Bill of Materials «-- Y 7h9I 7 5% HITACHI

RABICHITIRBREZ T
3 B om0 &l 8 :
Bz (. E—ﬂ"‘J‘VIZTIALﬂF‘— GBen HAERA & et HES

§ § J = = PARTS COMPOUND OPERATOR @ CONSUMER
h 6*# %0) AR (-J-éh & PARTS ASSEMBLED
MTED &

v SBOM&L Tl

(BEDUTYIFHEASTING |

HRzHT5EMNTES
MESBIEDH LS/ TNV THHS
\75\75“'3'0( SHmd p

NTIA. TSBOM Explainer: What Is SBOM? Part 1.
https://www.youtube.com/watch?v=6yljBKKI8Vo&Ilist=PL0O2lqCK7WyTDpVmcHsy6R2HW{tFkUp6zG,
(888 2023-05-29)

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 15



2-3 SBOMIZBOM®DY 7RI PRR (SBOM = Y7hyx7BOM)  HITACHI
BOM - MAOMBERLHREO—KR, BROWEOCENERL LA,

BOM(&L&A)
E
Al BOM(2=wFA)

A= P

HE - BOMGEB&A)
I—HA Tk A
wEg | (ER
*—h4
#E




2-4 SBOMO)f& 81 %:fi HITACHI

I PiRRL
SBOM
C or o N\
Pt fRE | YIbYzTE | /i—vay
V1.0 RUSA Y IR TFA 1.0
( _RUSB [ RUAD 0 RSB Vi rkd:] 1.2
YI2b9zFB || Y79z FPD R50 YorHxF7C 5.1
Ve V12 RUHD | YIrYIFD 3.12
\_ J
RUHC
Yok x7C
V5.1

N ~ J

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 17



2-4 SBOMO)f& 81 %:fi HITACHI

YOI TR

P SBOM
Pt | [feE ] vorvrraE [rvw
V1.0 RUFA YO F7A 1.0
( ’QQQ\\B N[ "“J@D 0 D &.V@B ‘/7"'7178 12
YIr9xF7B || Y7 TPD RFC Y2k oxFC 5.1
Ve V12 /\/5«‘0 YIhH 7D 3.12
RHC Apache Apache Logdj 2.14
YIbhx7C Log4j
V5.1 V2.14
=) u

¥ Apache LogdjlZLog4shell DS EDH R LA -T= /7 I~’7:|:7:|/7I- :? /I~

© Hitachi Channel Solutions, Corp. 2023. All rights r



2-5 SBOMOIaY AT L HITACHI

Inspire the Next

(4T5M% A g 1

22 = y
E?if‘aﬁ%\‘ / SBOM

C)IO‘

=
WG E
”*”" F—AR—2 HRA F—AN—Z  SBOM  HBUE/EfE
Y] S— g / FUTMBRT . BT
] “OMRR2 .. “VOMBR2 ... ——
<A 1 5B RimX e

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 19



2-6 SBOMOERELE T +—2 v HITACH!

SBOMZ#—=v i3l

SPDX > Linux Foundationl=&>THRYFELHON =51

https://spdx.dev/ > YIrITT7 A4 AFEHROOYRYIZERZELT
Lr Do

CycloneDX > OWASP Foundationlz&»>THRYFEEHLNT-FR1E.

https://cyclonedx.org/ > X ) TEHROOYRYIZEREREZEBLITLNS,

SWID > NISTIZ&K>THYFE LD LN T=FR1E,

https://nvd.nist.gov/products/swid  » ok 7 EEESHEBIZFEREEELITLVS,

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 20



HITACHI

Inspire the Next

3. SBOMZH&E<IKiR

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 21



3—1 NTIA (7 xUF) HITACH!

National Telecommunications and Information Administration
-KEEBAEESRETRE

2018 DY 7Rz 7a i R—R U FDZFEREIZCOVLWTERYVED

> SBOMOEHEEBIZITHo>THY. Dz T Y AMIFBEBILR—FRERABASh TS

AL AR—H(ERE)

20194 > NILATTERTHPC
> A—RH5—R: Y PS54 F—2I2BITESBOMDEBE|E Ak

2020£ > YouTube TAHSBOM#AREHR(~20214F)

20214 > —B THM»"5SBOM
> SBOMIZB§9 4FAQ
> BEFEDOSBOMOA—< vk BT 2T

NTIA. TSOFTWARE BILL OF MATERIALS . https://ntia.gov/page/software-bill-materials &Y(ZH 2023-05-29)

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 22



3—2 CISA (7 XYUH) HITACH!

Cybersecurity and Infrastructure Security Agency
RKEYAN—EXA)TFAAUITSANSIFYEXAYTA4FF
BROYA/IN—EX1)TAEAV TSRS IFYDEX 1) T4 EE

> SBOMOEHEEBNZITHO>THY. Dz TV AMIFEEILR—FEER AT TINVS,

AMLAR—FGRE)

20224 > VEX(Vulnerability Exploitability eXchange) A —RX45—X
> VEXRAT—A2RIE &%

20235 > SBOMERIESATYAVIVIZETHLER—F
» SBOMD AL TF1=2LVT
> VEXOR/NMEH

VEX(Vulnerability Exploitability eXchange) (. iES8tEEE D ERTREMEICEI T 215 AE RT3 DA

CISA. I'Software Bill of Materials (SBOM) J. https://www.cisa.gov/sbom &Y (&R 2023-05-31)

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 23



3—3 HLIN—-LIUILRERE (I—Ov/N) HITAGH!,

Cyber Resilience Act(20224E9 A i&ZE2F0)

YN T—=DIZDIEMBIFEAELETDTORIINERICH A N— X2 T4 EEEHEE
ERLEESDOSIEE. 1,5001—0A, $LLIEERELTY EITFD2.5%DEULIES

X AT DEET. ELAN A IREWESLIUVAEEEDEBLEEZTEHTEY.
SBOMDERLE K $HhbNn D

SLENMENB T REZEH((TEEID2)
1. RRICEFhAEEEEAAR—REEREL. XELT R FD=OHIZHW

S Y A B RS X T — RIS B A A BSBOMIE R (DK L LB E ML AL D)
EEBRRET)ETO5CL.

2. EXaTA4T7vTTF—rORMEE., BHLMRBHEICH - BINTE2L,

3. HERMMDOERIMNGETAMLEA—Z1TO2,

BHEREEEHAN\—EX2)T4R TEUSAN—L DU RE(ERHE) L.https://www.jisa.or.jp/Portals/0/resource/news/1340/901.pdf kYUk$;

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 24



3—4 BHELE(AX) HITACHL

YAN— D4 H X2 ) T+HERICRIT=V Iz 7 ERFEFREN 2R I74+—R
(20194 ~)

YAIN—24ThI X2 )T(RRICRITEYIEOZT

FEHFEEERAIRITA—ADBREOF M

$7m > EEE. BEIE. YIIZ7D3 DD TSBOMEIZ#6H S
(2022&7H) > SBOMICEET B/ o/\O&Ek. FHETIL. MEBIETIVEERTS
$8[m > RETChETHERESN-FREOHESF

(2022511R) « Y—ILZEERALEEHTIREESNGEWN T —ANSHEFE
- R735HSBOMY—)LETHSBOMD HFHHEHEEE

$£9Mm| > P1§RE W I+SBOME A F5|
(2023%£2R) > EAFS HEETIL.NEIETIDERLAE-ER-BH
(2023/20244E %)

BEEEL. TYAN— 4P h) X2 ) T4 HERICATY Iz 7EBFEZSRET IRV T+—R .
https://www.meti.go.jp/shingikai/mono_info_service/sangyo_cyber/wg_seido/wg_bunyaodan/software/index.html

ZEEBRIOUAR— YA /13— D4 ThI XU TARRICAIT =Y I b0 2 7 EBF EFRHA IRV TA—RA OB OF A1V iR
© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 25



3—5 EEHEE(AA) HITACH!

ERBROYA/N\—tX 1) T+BAICEAT5F5 I H(EB2MR) (20234F3A8)
> BlLEXEMRIT

BERITEXL)T+XE
il > EEESRERICEEINTLSEE. OSSRUTEROY IOz 7EHDBREEHERT H1=6HDSBOM

0SS --- Open Source Software, Y—RaA—FMRARAIATEY. V—Ra—FOFEAPEE. BEREAGENTEEY I 27 DT,
BE5EE. [EEMBOYAN\—X1T EAIZETIFEZOBETIZDOLITI. https://www.mhlw.go.jp/hourei/doc/tsuchi/T23040410050.pdf &VikE:

ERBEICEITIERBBOY A/ \—EX 2T HRDT-HDF 5| (2023F3A)

> EEGER T
ERBREONAR
ERBEREENM, > EEBRBICERIATRY I 7IZET51EH%E 23 SBOM, SBOMIE. BRFEEF
Rtch5WB0H RUZEERH-T-1GEICIRETN S,
iSO EAT > :SﬁB_;)_M B -7y T—raEDIER. EEET4—FEMODIEFHREZMAEL. LK<
52&,

E4HEE. (ERBEICSTERBRO YA/ —X 1Y T(HEEROT=HDF5IFIZDLVT . https://www.mhlw.go.jp/hourei/doc/tsuchi/T230404G0080.pdf kYR
© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 26



HITACHI

Inspire the Next

4. SBOMDOEA

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 27



4-1 SBOMEEATZ10HIclE HITACH!

SBOMzEZEL. ERAICEL THRYRDHZITL. EATS

NEH

SBOM®D E & > Y IS5A4F—THETES LS. BB I7+—I VI TIE>EL,
BEEN-D+—<vbZ{#ES5(SPDX. CycloneDX. SWID),

SBOMDERICETS > SBOMZ/ERL/BEH T BRIV T EMYRSD. EFOTOEXIZHEH
YR AL,
> SBOMZ TFHRERICTRMITIFEEZERT 5. (WWEICKHLCTHRENM.

sEEEEHER)
SBOM®DEF > LiREZEICHL T, SBOMORRBEERT S,
> BEMEZESTE. RETHENEFLLY,
BB Y7ot ks > FREE-ANEE. AHRNER-Y TS/ FI—UEHR LS
BB Y7ot b Z 1R ES
NEDO. 2022 R RBEE BN,/ R—2a BliET 0T 5 ALGIP)E2H oTRHEISHIE LY A /3—- D4 DA XU T4 /o THRISHELIZ YA 1A— 045 H
- EFaYTAIRB0SSDOEETF K R UCSIRT-PSIRTEBEZIZRI T HFE . https://www.nedo.go.jp/content/100956036.pdf &k\$k#E —SBOM®

IOVATLA

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 28



A HDOiR)EY HITAGH!,

> SBOME&IlE
v SBOME&I(X

> BERRICHELT, SBOMEAIZE T F=FBINES. ILAENEATND
v NTIA/CISA. EUS A /R—LJUI U RER

> BERIZHEVDTHSBOMEAIZH T THREDEA TS
v BEEXRE.BETBME

> AR, BFEMIZTESBOMOEAZHEDHTNEELLS
v SBOMZE AT A1=-8IZIF

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 29



HITACHI

Inspire the Next

END

BT SAF— % RI1ET HSBOMEIE

2023/06/09

HiIFvyRILYa—>ar XSt
a7 R E 2 V)a—La B MBARAR V)a—ia BB ER./ Bk

—festEEAN EEAFEHIEEEY L) To185(CCDS)
MERAR L 2I— /=TI —Fv—

BNEHE

© Hitachi Channel Solutions, Corp. 2023. All rights reserved.



HITACHI

Inspire the Next

SHHH

© Hitachi Channel Solutions, Corp. 2023. All rights reserved. 31



&#11 FS-ISAC (Financial Services Information Sharing and Analysis Center) HITACHI

Inspire the Next

KEZPDELET 0=V OERIBECREREENAS T 5. EFaUTIC
B9 HIRHMOBROIXFZITIHBER
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FS-ISAC. T Appropriate Software Security Control Types for Third-Party Service and Product Providers .
https://www.fsisac.com/hubfs/Resources/FSISAC-ThirdPartySecurityControlTypes-Whitepaper_2015.pdf &Yk
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NTIA. TThe Minimum Elements For a Software Bill of Materials (SBOM) J. https://www.ntia.doc.gov/report/2021/minimum-elements-software-bill-materials-shom TABEh-EH LVIER
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NIST. 'Software Security in Supply Chains: Software Bill of Materials (SBOM) J. https://www.nist.gov/itl/executive-order-14028-improving-nations-cybersecurity/software-security-
supply-chains-software-1 &Y4ERL
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0SSaza=—F4~DEHE 0SSTOPIIIMDEBEEZERTSIES. RI—%EXEEL. ATBIC
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Inspire the Next
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