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Ransomware Revenue Down As More Victims Refuse to Pay
https://blog.chainalysis.com/reports/crypto-ransomware-revenue-down-as-victims-refuse-to-payf
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Part 2: LockBit 2.0 ransomware bugs and database recovery attempts

By O Danielle Veluz

Published Mar 11 2022 10:02 AM B 105K Views fo

In Part 1 of this series (which you can find here). we provided background about our analysis of the LockBit 2.0 ransomware and described our suspicions that “faulty crypto” was at play. In
this post, we will outline the issues that the decryptor poses and how we simply cannot trust it and must remove it from any equation we intend on using to successfully decrypt these

database files.

LOC k B |t 2 . O ransomware b u gs an d d ata ba se recove ry Disclaimer: The technical information contained in this article is provided for general informational and educational purposes only and (s not a substitute for professional advice. Accordingly.

before taking any action based upon such infermation, we encourage you to consult with the appropriate professionals. We do not provide any kind of guarantee of a certain outcome or result

atte m ptS based on the information provided. Therefore, the use or reliance of any information contained in this article is solely at your own risk.
https://techcommunity.microsoft.com/t5/microsoft-
security-experts-blog/part-1-lockbit-2-0-ransomware-  /fonly it were so easy...

b d d b b Our earlier Procmon observaticns identified the encryptor randomly encrypting 65k bytes after it was only supposed to encrypt the first 4k. So, while we do successfully decrypt the intended
u gs -and- ata ase-recove I,y/ a- p/3 2 543 54 encrypted region of the encrypted file, which is the first Ox1000 bytes, we fail to identify and decrypt the unintended regions which are splattered throughout the now-decrypted file due to

the bug we've outlined in the encryptor.
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© hiveleakdb akazyd.onion

Ministry For
Foreign Affairs
Of The
Republic Of

- - .

Encrypted at

27 January 2022
08:45:30

Disclosed at

25 March 2022 - 09:27:30

EZLzzoN HvedT—2 ) =784 k

THIS HIDDEN SITE HAS BEEN SEIZED

@Hive
The Federal Bureau of Investigation seized this site
as part of a coordinated law enforcement action taken against Hive Ransomware.

x& POLIZE| a4

BADEN-WURTTEMBERG
1ZEIPRASIDIUM REUTLINGEN

| | :
I =——d[—
This action has been taken in coordination with the United States Attorney’s Office for the Middle District of Florida and the
Computer Crime and Intellectual Property Section of the Department of Justice with substantial assistance from Europol
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